MH
08/18/22
Item No. 23

ORDINANCE 2022-08-18-0608

AUTHORIZING THE EXECUTION OF AN AGREEMENT WITH THE
DEPARTMENT OF STATE HEALTH SERVICES FOR CANCER
REGISTRY DATA SHARING AT NO COST FOR THE SAN ANTONIO
METROPOLITAN HEALTH DISTRICT’S INFORMATICS TEAM AND IN
SUPPORT OF SA FORWARD IMPLEMENATION FOR A TERM ENDING
AUGUST 31, 2026.

WHEREAS, the San Antonio Metropolitan Health District’s (Metro Health’s) Informatics Team is
responsible for tracking and disseminating data, evidence, and research on top causes of morbidity and
mortality such as cancer; and

WHEREAS, cancer is consistently the 2nd leading cause of death in Bexar County, and year after
year, Non-Hispanic Black communities in Bexar County have much higher rates of cancer mortality
compared to any other race/ethnic group; and

WHEREAS, to better lead cancer prevention and reduce mortality from cancer, it is imperative that
local health departments are equipped with timely, granular cancer incidence data to better understand
and address disparities in the development, prognosis, and treatment outcomes of cancer within their
communities; and

WHEREAS, Metro Health routinely works with and receives population-level data from the
Department of State Health Services (DSHS), including vital statistics data and behavioral risk factor
surveillance (BRFSS) data; and

WHEREAS, the DSHS’ Texas Cancer Registry (TCR) is a statewide, population-based registry that
serves as the foundation for measuring the cancer burden in Texas; and

WHEREAS, the TCR is one of the largest cancer registries in the United States and is funded by both
the National Cancer Institute’s Surveillance, Epidemiology and End Results (SEER) Program and
Centers for Disease Control and Prevention’s National Program of Cancer Registries (NPCR); and

WHEREAS, the data received will equip Metro Health with the ability to conduct detailed analysis on
cancer incidence and diagnosis by race/ethnicity, sex/gender, and census tract, which will allow us to
better track local cancer trends in a timely manner and help inform cancer prevention, screening, and
treatment; and

WHEREAS, this accomplishment for Metro Health is a significant milestone achieved under its SA
Forward Plan, particularly for the priority areas of “Technology & Infrastructure” (Action: Expand
Public Health Informatics across the department), “Health Equity & Social Justice” (Action:
Implement systematic collection and dissemination of equity-driven data as part of the Equity Action
Plan), and “Access to Care” ( Action: Conduct a comprehensive Access to Care Assessment that will
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tackle emerging issues related to COVID-19 and healthcare, such as cancer diagnosed at later stages);
NOW THEREFORE:

BE IT ORDAINED BY THE CITY COUNCIL OF THE CITY OF SAN ANTONIO:

SECTION 1. The City Manager or designee, or the Director of the San Antonio Metropolitan Health
District or designee, is authorized to execute an agreement with the Department of State Health
Services for cancer registry data sharing at no cost for the San Antonio Metropolitan Health District’s
Informatics Team and in support of SA Forward implementation for a term ending August 31, 2026. A
copy of the agreement in substantially final form is attached hereto and incorporated for all purposes
as Attachment I.

SECTION 2 This Ordinance is effective immediately upon the receipt of eight affirmative votes,
otherwise, it is effective ten days after passage.

PASSED and APPROVED this 18" day of August, 2022.

ATTEST:

UM Ren. St

Debbie Racca Sittre, City Clerk




23.

City of San Antonio

City Council Meeting
August 18,2022

2022-08-18-0608
Ordinance approving an agreement with the Department of State Health Services for cancer
registry data sharing at no cost forthe San Antonio Metropolitan Health District’s [nformatics
Team and in support of SA Forward implementation foratermending August31,2026. [Erik
Walsh, City Manager; Claude A. Jacob, Director, Health]

Councilmember Courage moved to Approve on the Consent A genda. Councilmember Rocha
Garciaseconded the motion. The motion carried by the following vote:

Aye: Nirenberg, Bravo, McKee-Rodriguez, Rocha Garcia, Castillo, Cabello
Havrda,

Sandoval, Pelaez, Courage, Perry

Absent: Viagran
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Attachment 1



II.

MEMORANDUM OF UNDERSTANDING
DSHS MOU NO. HHS001108700001

DEPARTMENT OF STATE HEALTH SERVICES
AND
CITY OF SAN ANTONIO

This Memorandum of Understanding (MOU) is entered into between the DEPARTMENT OF STATE
HEALTH SERVICES (“DSHS” or “System Agency”), on behalf of Texas Cancer Registry Cancer
Epidemiology and Surveillance Branch (“TCR”), and the CITY OF SAN ANTONIO, on behalf of the
San Antonio Metropolitan Health District, (“Data Recipient” or “Contractor’), each a “Party” and
collectively the “Parties”, to transmit confidential data regarding residents of Bexar County from
TCR’s cancer registry to the City of San Antonio to enable performance of statistical analysis of
regional disparities for the targeting population needs and access to care.

PURPOSE AND BACKGROUND

The purpose of this MOU is to set out the roles and responsibilities of DSHS and the Data
Recipient in which TCR will provide the Data Recipient certain confidential data of Bexar
County residents extracted from cancer incidence records that it maintains to enable Data
Recipient to perform statistical analysis of cancer incidence in Bexar County and utilize said
data to identify regional disparities for the purpose of taking a more strategic and equitable
approach in targeting messaging, services, and interventions that aim to reduce cancer rates
and risk factors for cancer.

LEGAL AUTHORITY

The Parties enter this MOU under the authority of:

A. Texas Health and Safety Code, Section 1001.089(b);

B. Texas Health and Safety Code, Title 2, Chapter 121, Subchapter A;

C. The Preventive Health and Human Services Block Grant, which Data Recipient has
received from DSHS for essential public health services pursuant Texas Health and
Safety Code, Title 2, Chapter 121, Section 121.0065; and

D. Title 3, Chapter 151 of the Texas Occupations Code with respect to Data Recipient
meeting the requirement of a “Health care entity” as:

1. Data Recipient provides STD, TB, and immunization services and bills
Medicaid for the appropriate services; and

2. Data Recipient has a quarterly Quality Management Care and Coordination
meeting with committee of clinical staff to ensure that quality medical care
1s being provided.
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II1.

IV.

VI

TERM OF MOU

This MOU shall be effective on the signature date of the latter of the Parties to sign this
agreement (“Effective Date”), and shall expire on August 31, 2026, unless terminated
earlier pursuant to the terms and conditions of the MOU.

NO COST

Each Party shall absorb all its own costs and expenses without reimbursement from the other
Party during the Contract term.

DOCUMENTS FORMING MOU

The following documents are attached hereto and incorporated by reference and made a part
of this MOU for all purposes.

A. Attachment A: Health and Human Services (HHS) Data Use Agreement (DUA),
TACCHO (Local City and County Entities)

B. Attachment B: TCR MOU Confidential Data Request Form

C. Attachment C: TCR Certificate of Data Destruction

D. Attachment D: List of Individuals Accessing Cancer Data

ROLES AND RESPONSIBILITIES OF DSHS

TCR, a component of DSHS, collects, processes, and maintains all cancer incidence data for
Bexar County, on an ongoing basis, as they are reported to DSHS by physicians, laboratories,
hospitals, clinics, and other healthcare facilities (the “cancer incidence data”).

A. DSHS shall deliver to the Data Recipient the cancer incidence data via secure
website data exchange, in accordance with the variables and diagnosis years cited
in the Attachment B, TCR Confidential Data Request Form, as completed by the
Data Recipient and submitted to and approved by DSHS. Cancer incidence data
containing medical and health information will be provided for statistical purposes,
consistent with the provisions of Section 82.009 of the Texas Health and Safety
Code.

B. DSHS shall deliver files containing the requested Confidential Data to the Data
Recipient according to the following schedule:
1. Subject to DSHS’ receipt and approval of completed Attachment D, List of
Individuals Accessing Cancer Data, and Attachment B, TCR Confidential
Data Request Form, initial statistically locked cancer incidence data file for
the diagnosis years from 2010 through 2019 only will be delivered by DSHS
within 30 calendar days of the Effective Date of this MOU.
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2. Any subsequent statistically locked cancer incidence data file(s) requested
by Data Recipient will be delivered within 30 calendar days of a new
diagnosis year being available and following receipt of and approval by
DSHS of Data Recipient’s corresponding Attachment B, TCR Confidential
Data Request Form, specifying the data and diagnosis years being requested
and updated Attachment D, List of Individuals Accessing Cancer Data.
Access to data is not permitted until the completed documents are submitted
and approved by DSHS.

VIIL ROLES AND RESPONSIBILITIES OF DATA RECIPIENT

Data Recipient shall:

A.

Submit updated and completed Attachment B, TCR Confidential Data Request
Form, to DSHS to request any subsequent statistically locked cancer incidence data
(see Section VI(B) above). Completed form is subject to approval and acceptance
by DSHS.

Ensure that information provided on Attachment D, List of Individuals Accessing
Cancer Data, remains current. Additionally, Data Recipient shall promptly notify
DSHS if the list of individuals authorized to access the cancer incidence data
(“Authorized Users”) changes, and provide to DSHS updated name(s) and contact
information of Authorized Users.

Provide updated Authorized User list to DSHS when requesting any subsequent
data file (see Section VI(B) above) and annually even if no revisions are made.
DSHS reserves the right to deny any additions, subtractions, or revisions to this
attachment.

Retrieve the statistically locked cancer incidence data file from Health and Human
Services’ (HHS) SFTP site.

E. Review the cancer incidence data file for Bexar County.

Perform statistical analysis of cancer incidence data among residents of Bexar
County.

Ensure that all Confidential Information (as defined in Attachment A, Health and
Human Services (HHS) Data Use Agreement, TACCHO (Local City and County
Entities)), including such information residing on back-up systems, remains within
the United States. Confidential Information shall not be accessed by Data Recipient
personnel located outside of the continental United States. Furthermore,
Confidential Information may not be received, stored, processed, or disposed via
information technology systems located outside of the United States.

Comply with the following requirements when handling the data:

1. Cancer incidence data must not be used for any purpose(s) other than to
perform statistical analysis of cancer incidence in Bexar County and utilize
said data to identify regional disparities for the purpose of taking a more
strategic and equitable approach in targeting messaging, services, and
interventions that aim to reduce cancer rates and risk factors for cancer.
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2. Any and all access to the cancer incidence data by Data Recipient is limited
to the Data Recipient’s Authorized Users, listed in Attachment D, List of
Individuals Accessing Cancer Data.

3. Information provided to DSHS in Attachment D, List of Individuals
Accessing Cancer Data, must be accurate and current at all times. A
completed Attachment D, List of Individuals Accessing Cancer Data, must
be updated as needed and provided to DSHS prior to receiving any
subsequently requested data file.

VIII. ROLES AND RESPONSIBILITIES OF THE PARTIES

A. The Parties will comply with Attachment A, HHS Data Use Agreement TACCHO
(Local City and County Entities).

B. Confidential Data shall not be used for any other purposes unless specifically
approved in writing by DSHS and in compliance with Data Recipient’s appropriate
review. DSHS will provide its approval or denial in writing.

C. Confidential Data will be delivered through the use of a secure file transfer protocol
(SFTP) site whose internet address, log-in and password identification will be sent
by DSHS personnel to the Data Recipient’s Program Contact(s).

D. TCR and Data Recipient may meet, as needed, in person, by phone, or other

approved method (e.g., virtually), to address matters under the MOU.

IX. MOU REPRESENTATIVES

The following will act as the Representative authorized to administer activities under this
MOU on behalf of their respective Party.

DSHS City of San Antonio
(San Antonio Metropolitan Health District)
Sandy Clark Anita Kurian, MBBS, MPH, DrPH
Contract Manager Assistant Director
PO Box 149347 San Antonio Metropolitan Health District
Austin, Texas 78714-9347 City Tower
Telephone: 512-776-2264 100 Houston St., 14" Floor
Email: sandy.clark@dshs.texas.gov San Antonio, Texas 78205
Telephone: (210) 207-8805
With copy to TCR contact: Email: anita.kurian(@sanantonio.gov
&
Melanie Williams Junda Woo, MD, MPH
1100 W. 49' Street Medical Director/LHA
Mail Code 1928 100 Houston St., 14" Floor
Austin, Texas 78756 San Antonio, Texas 78205
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XI.

Telephone: (512) 776- 3633 Email: junda.woo@sanantonio.gov
Email: Melanie.Williams@dshs.texas.gov Telephone: (210) 207-8896

With a copy to Program Contacts.
Rita Espinoza, MPH

Chief of Epidemiology

2509 Kennedy Circle, Bldg 125

San Antonio, Texas 78235

Office: (210) 207-8703

Email: rita.espinoza(@sanantonio.gov
&

Golareh Agha, PhD

Chief of Informatics

100 Houston St., 14" Floor

San Antonio, Texas 78205

Office: (210) 207-6976

Email: Golareh.agha@sanantonio.gov

LEGAL NOTICES

Legal Notices issued under this MOU shall be deemed delivered when deposited either in
the United States mail, postage paid, certified, return receipt requested; or with a common
carrier, overnight, signature required, to the appropriate address below:

DSHS City of San Antonio
(San Antonio Metropolitan Health District)

Health and Human Services Commission ~ San Antonio Metropolitan Health District

4601 W. Guadalupe, Mail Code 1100 City Tower
Austin, Texas 78751 100 Houston St., 14® Floor
Attn: Office of Chief Counsel San Antonio, Texas 78205

Attention: Director
With copy to:

Department of State Health Services
P.O. Box 149347, Mail Code 1919
Austin, Texas 78714-9347
Attention: General Counsel

LICENSES, CERTIFICATIONS, PERMITS, REGISTRATIONS, AND
APPROVALS

Data Recipient shall obtain and maintain all applicable licenses, certifications, permits,
registrations, and approvals to assume the roles and responsibilities contained within this
MOU.
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XII.

GENERAL TERMS

A.

B.

Amendment. This MOU shall not be modified or altered except by written
agreement of the Parties.

Counterparts. If the Parties sign this MOU in several counterparts, each will be
deemed an original, but all counterparts together will constitute one instrument.
Electronically transmitted signatures will be deemed originals for all purposes
relating to this MOU.

Termination for Convenience. This MOU may be terminated by either Party, at
any time, without cause, upon at least sixty (60) calendar days’ advance written
notice to the non-terminating Party.

Termination for Cause. Except as otherwise provided by the U.S. Bankruptcy
Code, or any successor law, the DSHS may terminate the MOU, in whole or in
part, upon either of the following conditions:

1. Material Breach: The DSHS will have the right to terminate the MOU in
whole or in part if the DSHS determines, in its sole discretion, that Data
Recipient has materially breached the MOU or has failed to adhere to any
laws, ordinances, rules, regulations or orders of any public authority having
jurisdiction and such violation prevents or substantially impairs
performance of its duties under the Contract. Data Recipient's
misrepresentation in any aspect of Data Recipient's Solicitation Response,
if any, or Data Recipient's addition to the System for Award Management
(SAM) exclusion list will also constitute a material breach of the Contract.

2. Failure to Maintain Financial Viability: The DSHS may terminate the MOU
if, in its sole discretion, the DSHS has a good faith belief that Data
Recipient's no longer maintains the financial viability required to complete
the Work, or otherwise fully perform its responsibilities under the MOU.

No Obligation after Termination. Upon termination of this MOU, the Parties are
discharged from further obligations created under the terms of this MOU, except
for any liability or obligation set forth in the MOU that is expressly stated to survive
any such expiration or termination, that by its nature would be intended to be
applicable following any such expiration or termination, or that is necessary to
fulfill the essential purpose of the MOU, including without limitation the provisions
regarding confidentiality, maintenance of records, and rights and remedies upon
termination.

Cybersecurity.

1. Data Recipient represents and warrants that it will comply with the
requirements of Section 2054.5192 of the Texas Government Code relating
to cybersecurity training and required verification of completion of the
training program.

2. Data Recipient represents and warrants that if Data Recipient or
subcontractors, officers, or employees of Data Recipient have access to any
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state computer system or database, the Data Recipient, subcontractors,
officers, and employees of Data Recipient shall complete cybersecurity
training pursuant to and in accordance with Government Code, Section
2054.5192.

G. No Waiver of Sovereign Immunity. No provision of this MOU shall be construed
as a waiver of DSHS’ or the State’s sovereign immunity. This MOU shall not
constitute or be construed as a waiver of any of the privileges, rights, defenses,
remedies, or immunities available to DSHS or the State.

H. Assignment. Data Recipient shall not assign all or any portion of its rights or
interests in this MOU or delegate any of its duties without prior written consent of
DSHS. DSHS mayj, its sole discretion, assign this MOU to a successor agency.

I. Notice. Any notice required or permitted to be given under this MOU shall be in
writing and may be done by personal delivery, by hand delivery through a courier
or a delivery service, or by registered mail, postage prepaid, return receipt
requested, addressed to the proper party at the applicable address provided above
in Article IX or Article X.

J. Governing Law and Venue. This MOU is governed by the laws of the State of
Texas and interpreted in accordance with Texas law. The venue of any suit brought
for any dispute under this MOU shall be in a court of competent jurisdiction in
Travis County, Texas; and nothing in this paragraph shall preclude either Party
from pursuing any remedies available under Texas law.

K. Dispute Resolution. The Parties agree to use good-faith efforts to decide all
questions, difficulties, or disputes of any nature that may arise under or by this
MOU; provided however, nothing in this paragraph shall preclude either party from
pursuing any remedies as may be available under Texas law.

L. Federal and State Laws, Rules, and Regulations. The Parties shall comply with
all applicable federal and state statutes, rules, and regulations.

M. Texas Public Information Act. Information, documentation, and other material
related to this MOU may be subject to public disclosure pursuant to Chapter 552 of
the Tex. Gov’t Code (the “Public Information Act” or “PIA”) and any Attorney
General Opinions issued under that statute. Neither Party is authorized to receive
public information requests or take any action under the Public Information Act on
behalf of any other Party.

N. Record Retention. Data Recipient shall keep and maintain under GAAP or
GASB, as applicable, full, true, and complete records necessary to fully disclose
to the DSHS, the Texas State Auditor’s Office, the United States Government, and
their authorized representatives sufficient information to determine compliance
with the terms and conditions of this MOU and all state and federal rules,
regulations, and statutes. The Parties shall maintain and retain legible copies of
this MOU and all records relating to the performance of the MOU including
supporting fiscal documents adequate to ensure that claims for contract funds are
in accordance with applicable State of Texas, or any applicable federal
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requirements. These records shall be maintained and retained for a minimum of
seven (7) years after the MOU expiration date or seven (7) years after the
completion of all audit, claim, litigation, or dispute matters involving the MOU
are resolved, whichever is later.

O. Agency’s Right to Audit. Data Recipient will make available at reasonable times
and upon reasonable notice, and for reasonable periods, work papers, reports,
books, records, and supporting documents kept current by Data Recipient
pertaining to the contract for purposes of inspecting, monitoring, auditing, or
evaluating by Agency and the State of Texas.

P. No Debt Against the State. This MOU will not be construed as creating any debt
by or on behalf of the State of Texas.

Q. Severability and Ambiguity. If any provision of this MOU is construed to be
illegal or invalid, the illegal or invalid provision will be deemed stricken and
deleted to the same extent and effect as if never incorporated, but all other
provisions will continue.

R. Waiver. Acceptance by either Party of partial performance or failure to complain
of any action, non-action, or default under this MOU shall not constitute a waiver
of either Party's rights under the MOU.

S. Confidentiality. The Parties shall handle all data obtained under this MOU in
accordance with Attachment A, HHS Data Use Agreement, TACCHO (Local City
and County Entities)

1. The Parties are required to comply with all applicable state and federal laws
relating to the privacy and confidentiality of Confidential Data and records.

2. The Data Recipient will maintain sufficient safeguards to prevent release or
disclosure of any such confidential records or information obtained under
this MOU to anyone other than individuals who are authorized by law to
receive such records or information and who will protect the records or
information from re-disclosure as required by law. Data will be housed in a
secure location. The foregoing shall not apply to information that:

a. is already in Data Recipient’s possession at the time of disclosure as
evidenced by written records in the possession of the Data Recipient
prior to such time; or

b. is or later becomes part of the public domain through no fault of the
Data Recipient; or

c. is received from a third party lawfully in possession of the
Confidential Data and having no obligations of confidentiality to the
DSHS; or

d. is independently developed by the Data Recipient by its personnel
having no access to the Confidential Data.
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XIII.

3. The Data Recipient will use Confidential Data obtained under this MOU
only for purposes as described in this MOU and as otherwise allowed by
law.

4. Notwithstanding any provision relating to confidentiality, the confidential
information held by DSHS may be disclosed to a third party pursuant to the
Texas Public Information Act (Texas Government Code Chapter 552), any
open records decision or ruling by the Attorney General that such
information constitutes public information or as otherwise provided by law.

5. Data files received as part of this MOU will be destroyed by the Data
Recipient on the following schedule:

a. Annual statistically locked cancer incidence data files replace the
any previous year’s data files. The previous data files must be
destroyed within one month of receiving the current statistically
locked cancer incidence data file.

b. Upon destruction of the data files, the Data Recipient must provide
a completed Attachment C, TCR Certificate of Data Destruction,
and return to the TCR within thirty (30) calendar days of receiving
the current year’s updated cancer incidence data file.

T. Force Majeure. Neither Party shall be liable to the other for any delay in, or failure

of performance of, any requirement included in the MOU caused by force majeure.
The existence of such causes of delay or failure shall extend the period of
performance until after the causes of delay or failure have been removed provided
the non-performing party exercises all reasonable due diligence to perform. Force
majeure is defined as acts of God, war, fires, explosions, hurricanes, floods, failure
of transportation, or other causes that are beyond the reasonable control of either
party and that by exercise of due foresight such party could not reasonably have
been expected to avoid, and which, by the exercise of all reasonable due diligence,
such party is unable to overcome.

. Entire Agreement. This MOU constitutes the entire understanding between the

Parties with respect to the subject matter of this MOU.

SIGNATURE AUTHORITY

By signing this MOU, the Parties represent that they have read the MOU and agree to its
terms and conditions, and that the persons who sign in the signature block below have the
authority to execute this MOU and bind the respective Party.

SIGNATURE PAGE FOLLOWS
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SIGNATURE PAGE FOR MOU

DSHS MOU No. HHS001108700001

TEXAS DEPARTMENT OF STATE
HEALTH SERVICES

Manda Hall, M.D.
Associate Commissioner,
Community Health Improvement

Date

DSHS MOU NO. HHS001108700001

CITY OF SAN ANTONIO

Claude A. Jacob
Health Director
San Antonio Metropolitan Health District

Email: claude.jacob@sanantonio.gov
Telephone: (210)207-7873

Date

Data Recipient Representative

I have read this MOU and understand my
obligations hereunder.

Golareh Agha, PhD
Chief of Informatics

Date
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ATTACHMENT A
HHS DATA USE AGREEMENT

This Data Use Agreement (“DUA”), effective as of the date the Base Contract into which
it is incorporated is signed (“Effective Date”), is entered into by and between a Texas Health and
Human Services Enterprise agency (“HHS”), and the Contractor identified in the Base Contract, a
political subdivision of the State of Texas (“CONTRACTOR?).

ARTICLE 1.
PURPOSE; APPLICABILITY; ORDER OF PRECEDENCE

The purpose of this DUA is to facilitate creation, receipt, maintenance, use, disclosure or
access to Confidential Information with CONTRACTOR, and describe CONTRACTOR’s rights
and obligations with respect to the Confidential Information. 45 CFR 164.504(e)(1)-(3). This DUA
also describes HHS’s remedies in the event of CONTRACTOR’s noncompliance with its
obligations under this DUA. This DUA applies to both Business Associates and contractors who
are not Business Associates who create, receive, maintain, use, disclose or have access to
Confidential Information on behalf of HHS, its programs or clients as described in the Base
Contract.

As of the Effective Date of this DUA, if any provision of the Base Contract, including any
General Provisions or Uniform Terms and Conditions, conflicts with this DUA, this DUA controls.

ARTICLE 2.
DEFINITIONS

For the purposes of this DUA, capitalized, underlined terms have the meanings set forth in the
following: Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (42
U.S.C. §1320d, et seq.) and regulations thereunder in 45 CFR Parts 160 and 164, including all
amendments, regulations and guidance issued thereafter; The Social Security Act, including Section
1137 (42 U.S.C. §§ 1320b-7), Title XVI of the Act; The Privacy Act of 1974, as amended by the
Computer Matching and Privacy Protection Act of 1988, 5 U.S.C. § 552a and regulations and
guidance thereunder; Internal Revenue Code, Title 26 of the United States Code and regulations and
publications adopted under that code, including IRS Publication 1075; OMB Memorandum 07-18;
Texas Business and Commerce Code Ch. 521; Texas Government Code, Ch. 552, and Texas
Government Code §2054.1125. In addition, the following terms in this DUA are defined as follows:

“Authorized Purpose” means the specific purpose or purposes described in the Statement of
Work of the Base Contract for CONTRACTOR to fulfill its obligations under the Base Contract, or
any other purpose expressly authorized by HHS in writing in advance.

“Authorized User” means a Person:

(1) Who is authorized to create, receive, maintain, have access to, process, view,
handle, examine, interpret, or analyze Confidential Information pursuant to this DUA,;
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(2) For whom CONTRACTOR warrants and represents has a demonstrable need to
create, receive, maintain, use, disclose or have access to the Confidential Information; and

3) Who has agreed in writing to be bound by the disclosure and use limitations
pertaining to the Confidential Information as required by this DUA.

“Confidential Information” means any communication or record (whether oral, written,
electronically stored or transmitted, or in any other form) provided to or made available to
CONTRACTOR, or that CONTRACTOR may, for an Authorized Purpose, create, receive, maintain,
use, disclose or have access to, that consists of or includes any or all of the following:

(1) Client Information;

2) Protected Health Information in any form including without limitation, Electronic
Protected Health Information or Unsecured Protected Health Information (herein “PHI”);

(3)  Sensitive Personal Information defined by Texas Business and Commerce Code
Ch. 521;

4 Federal Tax Information;

(5 Individually Identifiable Health Information as related to HIPAA, Texas HIPAA
and Personal Identifying Information under the Texas Identity Theft Enforcement and Protection
Act;

(6) Social Security Administration Data, including, without limitation, Medicaid
information;

(7) All privileged work product;

(8) All information designated as confidential under the constitution and laws of the
State of Texas and of the United States, including the Texas Health & Safety Code and the Texas
Public Information Act, Texas Government Code, Chapter 552.

“Legally Authorized Representative” of the Individual, as defined by Texas law, including
as provided in 45 CFR 435.923 (Medicaid); 45 CFR 164.502(g)(1) (HIPAA); Tex. Occ. Code §
151.002(6); Tex. H. & S. Code §166.164; and Estates Code Ch. 752.

ARTICLE 3.
CONTRACTOR'S DUTIES REGARDING CONFIDENTIAL INFORMATION

3.01 Obligations of CONTRACTOR
CONTRACTOR agrees that:

(A) CONTRACTOR will exercise reasonable care and no less than the same
degree of care CONTRACTOR uses to protect its own confidential, proprietary and trade
secret information to prevent any portion of the Confidential Information from being used in
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a manner that is not expressly an Authorized Purpose under this DUA or as Required by Law.
45 CFR 164.502(b)(1); 45 CFR 164.514(d)

(B)  Exceptas Required by Law, CONTRACTOR will not disclose or allow access
to any portion of the Confidential Information to any Person or other entity, other than
Authorized User's Workforce or Subcontractors (as defined in 45 C.F.R. 160.103) of
CONTRACTOR who have completed training in confidentiality, privacy, security and the
importance of promptly reporting any Event or Breach to CONTRACTOR's management, to
carry out CONTRACTOR’s obligations in connection with the Authorized Purpose.

HHS, at its election, may assist CONTRACTOR in training and education on specific or
unique HHS processes, systems and/or requirements. CONTRACTOR will produce
evidence of completed training to HHS upon request. 45 C.F.R. 164.308(a)(5)(i); Texas
Health & Safety Code §181.101

All of CONTRACTOR’s Authorized Users, Workforce and Subcontractors with access to a state
computer system or database will complete a cybersecurity training program certified under Texas
Government Code Section 2054.519 by the Texas Department of Information Resources or offered
under Texas Government Code Sec. 2054.519(f).

©) CONTRACTOR will establish, implement and maintain appropriate
sanctions against any member of its Workforce or Subcontractor who fails to comply with this
DUA, the Base Contract or applicable law. CONTRACTOR will maintain evidence of
sanctions and produce it to HHS upon request.45 C.F.R. 164.308(a)(1)(ii)(C); 164.530(e);
164.410(b); 164.530(b)(1)

(D) CONTRACTOR will not, except as otherwise permitted by this DUA, disclose
or provide access to any Confidential Information on the basis that such act is_Required by
Law without notifying either HHS or CONTRACTOR’s own legal counsel to determine
whether CONTRACTOR should object to the disclosure or access and seek appropriate relief.
CONTRACTOR will maintain an accounting of all such requests for disclosure and responses
and provide such accounting to HHS within 48 hours of HHS’ request. 45 CFR
164.504(e)(2)(ii)(A)

(E) CONTRACTOR will not attempt to re-identify or further identify
Confidential Information or De-identified Information, or attempt to contact any Individuals
whose records are contained in the Confidential Information, except for an Authorized
Purpose, without express written authorization from HHS or as expressly permitted by the
Base Contract. 45 CFR 164.502(d)(2)(i) and (i) CONTRACTOR will not engage in
prohibited marketing or sale of Confidential Information. 45 CFR 164.501, 164.508(a)(3) and
(4); Texas Health & Safety Code Ch. 181.002

(F CONTRACTOR will not permit, or enter into any agreement with a
Subcontractor to, create, receive, maintain, use, disclose, have access to or transmit
Confidential Information to carry out CONTRACTOR’s obligations in connection with the
Authorized Purpose on behalf of CONTRACTOR, unless Subcontractor agrees to comply
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with all applicable laws, rules and regulations. 45 CFR 164.502(e)(1)(ii); 164.504(e)(1)(i)
and (2).

(G) CONTRACTOR is directly responsible for compliance with, and enforcement
of, all conditions for creation, maintenance, use, disclosure, transmission and Destruction of
Confidential Information and the acts or omissions of Subcontractors as may be reasonably
necessary to prevent unauthorized use. 45 CFR 164.504(e)(5); 42 CFR 431.300, et seq.

(H) If CONTRACTOR maintains PHI in a Designated Record Set which is
Confidential Information and subject to this Agreement, CONTRACTOR will make PHI
available to HHS in a Designated Record Set upon request. CONTRACTOR will provide PHI
to an Individual, or Legally Authorized Representative of the Individual who is requesting
PHI in compliance with the requirements of the HIPAA Privacy Regulations.
CONTRACTOR will release PHI in accordance with the HIPAA Privacy Regulations upon
receipt of a valid written authorization. CONTRACTOR will make other Confidential
Information in CONTRACTOR’s possession available pursuant to the requirements of HIPAA
or other applicable law upon a determination of a Breach of Unsecured PHI as defined in
HIPAA. CONTRACTOR will maintain an accounting of all such disclosures and provide it
to HHS within 48 hours of HHS' request. 45 CFR 164.524and 164.504(e)(2)(ii)(E).

a If PHI is subject to this Agreement, CONTRACTOR will make PHI as
required by HIPAA available to HHS for review subsequent to CONTRACTOR’s
incorporation of any amendments requested pursuant to HIPAA. 45 CFR
164.504(e)(2)(ii)(E) and (F).

) If PHI is subject to this Agreement, CONTRACTOR will document and make
available to HHS the PHI required to provide access, an accounting of disclosures or
amendment in compliance with the requirements of the HIPAA Privacy Regulations. 45 CFR
164.504(e)(2)(ii))(G) and 164.528.

(K) If CONTRACTOR receives a request for access, amendment or accounting
of PHI from an individual with a right of access to information subject to this DUA, it will
respond to such request in compliance with the HIPAA Privacy Regulations.
CONTRACTOR will maintain an accounting of all responses to requests for access to or
amendment of PHI and provide it to HHS within 48 hours of HHS' request. 45 CFR
164.504(e)(2).

(L) CONTRACTOR will provide, and will cause its Subcontractors and agents
to provide, to HHS periodic written certifications of compliance with controls and
provisions relating to information privacy, security and breach notification, including
without limitation information related to data transfers and the handling and disposal of
Confidential Information. 45 CFR 164.308; 164.530(c); 1 TAC 202.

(M)  Except as otherwise limited by this DUA, the Base Contract, or law
applicable to the Confidential Information, CONTRACTOR may use PHI for the proper
management and administration of CONTRACTOR or to carry out CONTRACTOR’s
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legal responsibilities. Except as otherwise limited by this DUA, the Base Contract, or law
applicable to the Confidential Information, CONTRACTOR may disclose PHI for the
proper management and administration of CONTRACTOR, or to carry out
CONTRACTOR’s legal responsibilities, if: 45 CFR 164.504(e)(4)(A).

(1) Disclosure is Required by Law, provided that CONTRACTOR complies with
Section 3.01(D); or

) CONTRACTOR obtains reasonable assurances from the person or entity to
which the information is disclosed that the person or entity will:

(a)Maintain the confidentiality of the Confidential Information in accordance
with this DUA;

(b) Use or further disclose the information only as Required by Law or for
the Authorized Purpose for which it was disclosed to the Person; and

(¢) Notify CONTRACTOR in accordance with Section 4.01 of any Event or
Breach of Confidential Information of which the Person discovers or should have
discovered with the exercise of reasonable diligence. 45 CFR
164.504(e)(4)(ii)(B).

(N)  Except as otherwise limited by this DUA, CONTRACTOR will, if required
by law and requested by HHS, use commercially reasonable efforts to use PHI to provide data
aggregation services to HHS, as that term is defined in the HIPAA, 45 C.F.R. §164.501 and
permitted by HIPAA. 45 CFR 164.504(e)(2)(i)(B)

(O) CONTRACTOR will, on the termination or expiration of this DUA or the
Base Contract, at its expense, send to HHS or Destroy, at HHS’s election and to the extent
reasonably feasible and permissible by law, all Confidential Information received from HHS
or created or maintained by CONTRACTOR or any of CONTRACTOR’s agents or
Subcontractors on HHS's behalf if that data contains Confidential Information.
CONTRACTOR will certify in writing to HHS that all the Confidential Information that has
been created, received, maintained, used by or disclosed to CONTRACTOR, has been
Destroyed or sent to HHS, and that CONTRACTOR and its agents and Subcontractors have
retained no copies thereof. Notwithstanding the foregoing, HHS acknowledges and agrees that
CONTRACTOR is not obligated to send to HHSC and/or Destroy any Confidential
Information if federal law, state law, the Texas State Library and Archives Commission
records retention schedule, and/or a litigation hold notice prohibit such delivery or
Destruction. If such delivery or Destruction is not reasonably feasible, or is impermissible by
law, CONTRACTOR will immediately notify HHS of the reasons such delivery or
Destruction is not feasible, and agree to extend indefinitely the protections of this DUA to the
Confidential Information and limit its further uses and disclosures to the purposes that make
the return delivery or Destruction of the Confidential Information not feasible for as long as
CONTRACTOR maintains such Confidential Information. 45 CFR 164.504(e)(2)(ii)(J)
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(P) CONTRACTOR will create, maintain, use, disclose, transmit or Destroy
Confidential Information in a secure fashion that protects against any reasonably anticipated
threats or hazards to the security or integrity of such information or unauthorized uses. 45
CFR 164.306; 164.530(c)

Q) If CONTRACTOR accesses, transmits, stores, and/or maintains Confidential
Information, CONTRACTOR  will complete and return to HHS at
infosecurity@hhsc.state.tx.us the HHS information security and privacy initial inquiry (SPI)
at Attachment 1 . The SPI identifies basic privacy and security controls with which
CONTRACTOR must comply to protect HHS Confidential Information. CONTRACTOR
will comply with periodic security controls compliance assessment and monitoring by HHS
as required by state and federal law, based on the type of Confidential Information
CONTRACTOR creates, receives, maintains, uses, discloses or has access to and the
Authorized Purpose and level of risk. CONTRACTOR's security controls will be based on
the National Institute of Standards and Technology (NIST) Special Publication 800-53.
CONTRACTOR will update its security controls assessment whenever there are significant
changes in security controls for HHS Confidential Information and will provide the updated
document to HHS. HHS also reserves the right to request updates as needed to satisfy state
and federal monitoring requirements. 45 CFR 164.306.

(R) CONTRACTOR will establish, implement and maintain reasonable
procedural, administrative, physical and technical safeguards to preserve and maintain the
confidentiality, integrity, and availability of the Confidential Information, and with respect to
PHI, as described in the HIPAA Privacy and Security Regulations, or other applicable laws
or regulations relating to Confidential Information, to prevent any unauthorized use or
disclosure of Confidential Information as long as CONTRACTOR has such Confidential
Information in its actual or constructive possession. 45 CFR 164.308 (administrative
safeguards); 164.310 (physical safeguards); 164.312 (technical safeguards);
164.530(c)(privacy safeguards).

(S) CONTRACTOR will designate and identify, a Person or Persons, as Privacy
Official 45 CFR 164.530(a)(1) and Information Security Official, each of whom is authorized
to act on behalf of CONTRACTOR and is responsible for the development and
implementation of the privacy and security requirements in this DUA. CONTRACTOR will
provide name and current address, phone number and e-mail address for such designated
officials to HHS upon execution of this DUA and prior to any change. If such persons fail to
develop and implement the requirements of the DUA, CONTRACTOR will replace them
upon HHS request. 45 CFR 164.308(a)(2).

(T) CONTRACTOR represents and warrants that its Authorized Users each have
a demonstrated need to know and have access to Confidential Information solely to the
minimum extent necessary to accomplish the Authorized Purpose pursuant to this DUA and
the Base Contract, and further, that each has agreed in writing to be bound by the disclosure
and use limitations pertaining to the Confidential Information contained in this DUA. 45
CFR 164.502; 164.514(d).
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(U) CONTRACTOR and its Subcontractors will maintain an updated, complete,
accurate and numbered list of Authorized Users, their signatures, titles and the date they
agreed to be bound by the terms of this DUA, at all times and supply itto HHS, as directed,
upon request.

(V) CONTRACTOR will implement, update as necessary, and document
reasonable and appropriate policies and procedures for privacy, security and Breach of
Confidential Information and an incident response plan for an Event or Breach, to comply
with the privacy, security and breach notice requirements of this DUA prior to conducting
work under the Statement of Work. 45 CFR 164.308; 164.316; 164.514(d); 164.530(i)(1).

(W) CONTRACTOR will produce copies of its information security and privacy
policies and procedures and records relating to the use or disclosure of Confidential
Information received from, created by, or received, used or disclosed by CONTRACTOR for
an Authorized Purpose for HHS’s review and approval within 30 days of execution of this
DUA and upon request by HHS the following business day or other agreed upon time frame.
45 CFR 164.308; 164.514(d).

(X) CONTRACTOR will make available to HHS any information HHS requires
to fulfill HHS's obligations to provide access to, or copies of, PHI in accordance with HIPAA
and other applicable laws and regulations relating to Confidential Information.
CONTRACTOR will provide such information in a time and manner reasonably agreed upon
or as designated by the Secretary of the U.S. Department of Health and Human Services, or
other federal or state law. 45 CFR 164.504(e)(2)(i)(1).

(Y) CONTRACTOR will only conduct secure transmissions of Confidential
Information whether in paper, oral or electronic form, in accordance with applicable rules,
regulations and laws. A secure transmission of electronic Confidential Information in motion
includes, but is not limited to, Secure File Transfer Protocol (SFTP) or Encryption at an
appropriate level. If required by rule, regulation or law, HHS Confidential Information at rest
requires Encryption unless there is other adequate administrative, technical, and physical
security. All electronic data transfer and communications of Confidential Information will be
through secure systems. Proof of system, media or device security and/or Encryption must be
produced to HHS no later than 48 hours after HHS's written request in response to a
compliance investigation, audit or the Discovery of an Event or Breach. Otherwise, requested
production of such proof will be made as agreed upon by the parties. De-identification of HHS
Confidential Information is a means of security. With respect to de-identification of PHI,
"secure" means de-identified according to HIPAA Privacy standards and regulatory guidance.
45 CFR 164.312; 164.530(d).

(Z)  For each type of Confidential Information CONTRACTOR creates, receives,
maintains, uses, discloses, has access to or transmits in the performance of the Statement of
Work, CONTRACTOR will comply with the following laws rules and regulations, only to the
extent applicable and required by law:

. Title 1, Part 10, Chapter 202, Subchapter B, Texas Administrative Code;
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. The Privacy Act of 1974,
5 OMB Memorandum 07-16;
. The Federal Information Security Management Act of 2002 (FISMA);

® The Health Insurance Portability and Accountability Act of 1996 (HIPAA)
as defined in the DUA;

. Internal Revenue Publication 1075 — Tax Information Security Guidelines
for Federal, State and Local Agencies;

. National Institute of Standards and Technology (NIST) Special Publication
800-66 Revision 1 — An Introductory Resource Guide for Implementing the
Health Insurance Portability and Accountability Act (HIPAA) Security
Rule;

. NIST Special Publications 800-53 and 800-53A — Recommended Security
Controls for Federal Information Systems and Organizations, as currently
revised;

. NIST Special Publication 800-47 — Security Guide for Interconnecting
Information Technology Systems;

. NIST Special Publication 800-88, Guidelines for Media Sanitization;

. NIST Special Publication 800-111, Guide to Storage of Encryption
Technologies for End User Devices containing PHI; and

Any other State or Federal law, regulation, or administrative rule relating to the specific HHS
program area that CONTRACTOR supports on behalf of HHS.

(AA) Notwithstanding anything to the contrary herein, CONTRACTOR will treat any
Personal Identifying Information it creates, receives, maintains, uses, transmits, destroys
and/or discloses in accordance with Texas Business and Commerce Code, Chapter 521 and
other applicable regulatory standards identified in Section 3.01(Z), and Individually
Identifiable Health Information CONTRACTOR creates, receives, maintains, uses,
transmits, destroys and/or discloses in accordance with HIPAA and other applicable
regulatory standards identified in Section 3.01(Z).

ARTICLE 4.
BREACH NOTICE, REPORTING AND CORRECTION REQUIREMENTS

4.01 Breach or Event Notification to HHS. 45 CFR 164.400-414.
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(A) CONTRACTOR will cooperate fully with HHS in investigating, mitigating to
the extent practicable and issuing notifications directed by HHS, for any Event or Breach of
Confidential Information to the extent and in the manner determined by HHS.

(B) CONTRACTOR'’S obligation begins at the Discovery of an Event or Breach
and continues as long as related activity continues, until all effects of the Event are mitigated
to HHS’s reasonable satisfaction (the "incident response period"). 45 CFR 164.404.

(C)  Breach Notice:
(D) Initial Notice.

(a) For federal information, including without limitation, Federal
Tax Information, Social Security Administration Data, and Medicaid Client
Information, within the first, consecutive clock hour of Discovery, and for
all other types of Confidential Information not more than 24 hours after
Discovery, or in a timeframe otherwise approved by HHS in writing, initially
report to HHS's Privacy and Security Officers via email at:
privacy@HHSC .state.tx.us and to the HHS division responsible for this
DUA; and IRS Publication 1075; Privacy Act of 1974, as amended by the
Computer Matching and Privacy Protection Act of 1988, 5 U.S.C. § 552a;
OMB Memorandum 07-16 as cited in HHSC-CMS Contracts for
information exchange.

() Report all information reasonably  available to
CONTRACTOR about the Event or Breach of the privacy or security of
Confidential Information. 45 CFR 164.410.

(c) Name, and provide contact information to HHS for,
CONTRACTOR's single point of contact who will communicate withHHS
both on and off business hours during the incident response period.

2) Formal Notice. No later than two business days after the Initial Notice
above, provide formal notification to privacy@HHSC .state.tx.us and to the HHS
division responsible for this DUA, including all reasonably available information
about the Event or Breach, and CONTRACTOR's investigation, including without
limitation and to the extent available: For (a) - (m) below: 45 CFR 164.400-414.

(a) The date the Event or Breach occurred,

(b) The date of CONTRACTOR's and, if applicable,
Subcontractor's Discovery:;

(c) A brief description of the Event or Breach; including how it
occurred and who is responsible (or hypotheses, if not yet determined);
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(d) A brief description of CONTRACTOR's investigation and the
status of the investigation;

() A description of the types and amount of Confidential
Information involved;

(f) Identification of and number of all Individuals reasonably
believed to be affected, including first and last name of the Individual and if
applicable the, Legally Authorized Representative, last known address,
age, telephone number, and email address if it is a preferred contact method,
to the extent known or can be reasonably determined by CONTRACTOR at
that time;

(g) CONTRACTOR’s initial risk assessment of the Event or
Breach demonstrating whether individual or other notices are required by
applicable law or this DUA for HHS approval, including an analysis of
whether there is a low probability of compromise of the Confidential
Information or whether any legal exceptions to notification apply;

(h) CONTRACTOR's recommendation for HHS’s approval as to
the steps Individuals and/or CONTRACTOR on behalf of Individuals,
should take to protect the Individuals from potential harm, including without
limitation CONTRACTOR’s provision of notifications, credit protection,
claims monitoring, and any specific protections for a Legally Authorized
Representative to take on behalf of an Individual with special capacity or
circumstances;

(i) The steps CONTRACTOR has taken to mitigate the harm or
potential harm caused (including without limitation the provision of
sufficient resources to mitigate);

(5) The steps CONTRACTOR has taken, or will take, to prevent
or reduce the likelihood of recurrence of a similar Event or Breach;

(k) Identify, describe or estimate the Persons, Workforce,
Subcontractor, or Individuals and any law enforcement that may be involved
in the Event or Breach;

()  Areasonable schedule for CONTRACTOR to provide regular
updates during normal business hours to the foregoing in the future for
response to the Event or Breach, but no less than every three (3) business
days or as otherwise directed by HHS, including information about risk
estimations, reporting, notification, if any, mitigation, corrective action, root
cause analysis and when such activities are expected to be completed; and
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(m) Any reasonably available, pertinent information, documents or
reports related to an Event or Breach that HHS requests following

Discovery.

4.02 Investigation, Response and Mitigation. 45 CFR 164.308, 310 and 312; 164.530

(A) CONTRACTOR will immediately conduct a full and complete investigation,
respond to the Event or Breach, commit necessary and appropriate staff and resources to
expeditiously respond, and report as required to and by HHS for incident response purposes
and for purposes of HHS’s compliance with report and notification requirements, to the
reasonable satisfaction of HHS.

(B) CONTRACTOR will complete or participate in a risk assessment as directed
by HHS following an Event or Breach, and provide the final assessment, corrective actions
and mitigations to HHS for review and approval.

(C)  CONTRACTOR will fully cooperate with HHS to respond to inquiries and/or
proceedings by state and federal authorities, Persons and/or Individuals about the Event or
Breach.

(D) CONTRACTOR will fully cooperate with HHS's efforts to seek appropriate
injunctive relief or otherwise prevent or curtail such Event or Breach, or to recover or protect
any Confidential Information, including complying with reasonable corrective action or
measures, as specified by HHS in a Corrective Action Plan if directed by HHS under the Base
Contract.

4.03 Breach Notification to Individuals and Reporting to Authorities. Tex. Bus. &
Comm. Code §521.053; 45 CFR 164.404 (Individuals), 164.406 (Media); 164.408
(Authorities)

(A) HHS may direct CONTRACTOR to provide Breach notification to
Individuals, regulators or third-parties, as specified by HHS following a Breach.

(B) CONTRACTOR shall give HHS an opportunity to review and provide
feedback to CONTRACTOR and to confirm that CONTRACTOR's notice meets all
regulatory requirements regarding the time, manner and content of any notification to
Individuals, regulators or third-parties, or any notice required by other state or federal
authorities, including without limitation, notifications required by Texas Business and
Commerce Code, Chapter 521.053(b) and HIPAA. HHS shall have ten (10) business days to
provide said feedback to CONTRACTOR. Notice letters will be in CONTRACTOR's name
and on CONTRACTOR's letterhead, unless otherwise directed by HHS, and will contain
contact information, including the name and title of CONTRACTOR's representative, an
email address and a toll-free telephone number, if required by applicable law, rule, or
regulation, for the Individual to obtain additional information.

(C)  CONTRACTOR will provide HHS with copies of distributed and approved
communications.
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(D) CONTRACTOR will have the burden of demonstrating to the reasonable
satisfaction of HHS that any notification required by HHS was timely made. If there are delays
outside of CONTRACTOR's control, CONTRACTOR will provide written documentation of
the reasons for the delay.

(E)  If HHS delegates notice requirements to CONTRACTOR, HHS shall, in the
time and manner reasonably requested by CONTRACTOR, cooperate and assist with
CONTRACTOR s information requests in order to make such notifications and reports.

ARTICLE 5.
STATEMENT OF WORK

“Statement of Work™ means the services and deliverables to be performed or provided by
CONTRACTOR, or on behalf of CONTRACTOR by its Subcontractors or agents for HHS that are
described in detail in the Base Contract. The Statement of Work, including any future amendments
thereto, is incorporated by reference in this DUA as if set out word-for-word herein.

ARTICLE 6.
GENERAL PROVISIONS

6.01 Oversight of Confidential Information

CONTRACTOR acknowledges and agrees that HHS is entitled to oversee and monitor
CONTRACTOR's access to and creation, receipt, maintenance, use, disclosure of the Confidential
Information to confirm that CONTRACTOR is in compliance with this DUA.

6.02 HHS Commitment and Obligations

HHS will not request CONTRACTOR to create, maintain, transmit, use or disclose PHI in
any manner that would not be permissible under applicable law if done by HHS.

6.03 HHS Right to Inspection

At any time upon reasonable notice to CONTRACTOR, or if HHS determines that
CONTRACTOR has violated this DUA, HHS, directly or through its agent, will have the right to
inspect the facilities, systems, books and records of CONTRACTOR to monitor compliance with this
DUA. For purposes of this subsection, HHS’s agent(s) include, without limitation, the HHS Office of
the Inspector General or the Office of the Attorney General of Texas, outside consultants or legal
counsel or other designee.

6.04 Term; Termination of DUA; Survival

This DUA will be effective on the date on which CONTRACTOR executes the DUA, and
will terminate upon termination of the Base Contract and as set forth herein. If the Base Contract is
extended or amended, this DUA shall be extended or amended concurrent with such extension or
amendment.
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(A)  HHS may immediately terminate this DUA and Base Contract upon a material
violation of this DUA.

(B)  Termination or Expiration of this DUA will not relieve CONTRACTOR of its
obligation to return or Destroy the Confidential Information as set forth in this DUA and to
continue to safeguard the Confidential Information until such time as determined by HHS.

(C)  If HHS determines that CONTRACTOR has violated a material term of this
DUA; HHS may in its solediscretion:

(1) Exercise any of its rights including but not limited to reports, access
and inspection under this DUA and/or the Base Contract; or

2) Require CONTRACTOR to submit to a Corrective Action Plan,
including a plan for monitoring and plan for reporting, as HHS may determine
necessary to maintain compliance with this DUA; or

3) Provide CONTRACTOR with a reasonable period to cure the
violation as determined by HHS; or

4) Terminate the DUA and Base Contract immediately, and seek relief in
a court of competent jurisdiction in Texas.

Before exercising any of these options, HHS will provide written notice to
CONTRACTOR describing the violation, the requested corrective action CONTRACTOR
may take to cure the alleged violation, and the action HHS intends to take if the alleged
violated is not timely cured by CONTRACTOR.

(D)  Ifneither termination nor cure is feasible, HHS shall report the violation to the
Secretary of the U.S. Department of Health and Human Services.

(E)  The duties of CONTRACTOR or its Subcontractor under this DUA survive
the expiration or termination of this DUA until all the Confidential Information is Destroyed
or returned to HHS, as required by thisDUA.

6.05 Governing Law, Venue and Litigation

(A)  The validity, construction and performance of this DUA and the legal relations
among the Parties to this DUA will be governed by and construed in accordance with the laws
of the State of Texas.

(B)  The Parties agree that the courts of Texas, will be the exclusive venue for any
litigation, special proceeding or other proceeding as between the parties that may be brought,
or arise out of, or in connection with, or by reason of this DUA.

6.06 Injunctive Relief
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(A) CONTRACTOR acknowledges and agrees that HHS may suffer irreparable
injury if CONTRACTOR or its Subcontractor fails to comply with any of the terms of this
DUA with respect to the Confidential Information or a provision of HIPAA or other laws or
regulations applicable to Confidential Information.

(B) CONTRACTOR further agrees that monetary damages may be inadequate to
compensate HHS for CONTRACTOR's or its Subcontractor's failure to comply. Accordingly,
CONTRACTOR agrees that HHS will, in addition to any other remedies available to it at law
or in equity, be entitled to seek injunctive relief without posting a bond and without the
necessity of demonstrating actual damages, to enforce the terms of this DUA.

6.07 Responsibility.

To the extent permitted by the Texas Constitution, laws and rules, and without waiving any
immunities or defenses available to CONTRACTOR as a governmental entity, CONTRACTOR
shall be solely responsible for its own acts and omissions and the acts and omissions of its
employees, directors, officers, Subcontractors and agents. HHS shall be solely responsible for its
own acts and omissions.

6.08 Insurance

(A)  As a governmental entity, and in accordance with the limits of the Texas Tort
Claims Act, Chapter 101 of the Texas Civil Practice and Remedies Code, CONTRACTOR
either maintains commercial insurance or self-insures with policy limits in an amount
sufficient to cover CONTRACTOR's liability arising under this DUA. CONTRACTOR will
request that HHS be named as an additional insured. HHSC reserves the right to consider
alternative means for CONTRACTOR to satisfy CONTRACTOR's financial responsibility
under this DUA. Nothing herein shall relieve CONTRACTOR of its financial obligations set
forth in this DUA if CONTRACTOR fails to maintain insurance.

(B) CONTRACTOR will provide HHS with written proof that required insurance
coverage is in effect, at the request of HHS.

6.08 Fees and Costs

Except as otherwise specified in this DUA or the Base Contract, if any legal action or other
proceeding is brought for the enforcement of this DUA, or because of an alleged dispute, contract
violation, Event, Breach, default, misrepresentation, or injunctive action, in connection with any of
the provisions of this DUA, each party will bear their own legal expenses and the other cost incurred
in that action or proceeding.

6.09 Entirety of the Contract

This DUA is incorporated by reference into the Base Contract as an amendment thereto
and, together with the Base Contract, constitutes the entire agreement between the parties. No
change, waiver, or discharge of obligations arising under those documents will be valid unless in
writing and executed by the party against whom such change, waiver, or discharge is sought tobe
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enforced. If any provision of the Base Contract, including any General Provisions or Uniform
Terms and Conditions, conflicts with this DUA, this DUA controls.

6.10 Automatic Amendment and Interpretation

If there is (i) a change in any law, regulation or rule, state or federal, applicable to HIPPA and/or
Confidential Information, or (ii) any change in the judicial or administrative interpretation of any
such law, regulation or rule, upon the effective date of such change, this DUA shall be deemed to
have been automatically amended, interpreted and read so that the obligations imposed on HHS
and/or CONTRACTOR remain in compliance with such changes. Any ambiguity in this DUA will
be resolved in favor of a meaning that permits HHS and CONTRACTOR to comply with HIPAA
or any other law applicable to Confidential Information.

Attachment 2-
Security and Privacy Initial Inquiry
[Attach Completed SPI Here]
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3\ TEXAS - Attachme_nt B
v 9V | Healthand Human | TeXasDepartment of State Texas Cancer Registry

"/; . i
W& Services Health Services MOU Confidential Data Request
Form

Data Recipient City of San Antonio Metropolitan Health District

Primary Contact

Last Name Agha First Name Golareh Degrees Phd
Title Chief of Informatics

Mailing Address  City Tower | 100 W. Houston St. | 14th Floor | San Antonio, TX 78205
Phone Number 2102076976 Email Golareh.agha@sanantonio.gov

Secondary Contact

Last Name First Name Degrees
Title
Mailing Address

Phone Number Email

Summary Description of the Data Use

Provide a brief description (no more than 1 page, single spaced) and no more than five
references for your project. You can attach a copy of your study protocol for the initial TCR
review.

Primary Focus

Cancer consistently ranks as the 2" top cause of death in Bexar County, year after year, and
accounts for more than 20% of Bexar County’s deaths each year. While access to granular
cancer mortality data is available fromm DSHS Vital Statistics (MOU in place), cancer incidence
data is lacking yet highly needed, particularly if the goal is reduction of cancer rates and not
just mortality.

Bexar County is defined by significant regional (i.e. by census tract and, district, zip code)
disparities in health, which are closely tied with racial/ethnic disparities (NH Blacks in Bexar
County have the highest cancer rates). Access to granular data to identify regional disparities
has allowed us to tailor and target programs, services, messaging, advocacy, and interventions
for diabetes, asthma, and other chronic disease health outcomes. However, this has not been a
possibility for cancer due to lack of granular data. The health department has also received
several requests from different council district offices who want to understand the cancer
burden in their specific districts, in order to better target serving their district population’s
needs.

In addition, Bexar County is characterized by large regional differences in health insurance
status, and ‘access to health care’ was recently identified as the top strategic health priority for

DSHS MOU NO. HHS001108700001 Revised March 2022
Page 1 of 9




P

A -
| d\"ﬁg Health and Human | Texas Department of State Texas Cancer Registry
N2ES Services Health Services MOU Confidential Data Request
Form

Bexar County for the next 4 years. Granular data on cancer incidence will better allow Metro
Health to tailor its strategic approach for targeting access to health care, which has a major
impact on cancer diagnosis, treatment, and outcomes.

Objectives

To identify regional disparities in cancer rates in Bexar County, for the purpose of taking a
more equitable approach in targeting messaging, services, and interventions that aim to reduce
cancer rates and risk factors for cancer.

Methods

All data received will be secured according to the highest level of HIPAA compliance, and will
only be accessed by trained personnel in the Informatics Division of Metro Health.

Data will be interrogated, cleaned, and analyzed using statistical software licensed and secured
by the IT department and only on City of San Antonio designated computers. Any mapping of
data will be conducted using desktop version of GIS, also licensed and secured by the IT
department. Data will not be shared or deposited on any cloud platform or analyzed on any
personal computer. Any data released in any form will be aggregated and suppressed as
according to established suppression rules.

Analyses to be Performed (state specifically how TCR data will be used)

Data will be disaggregated by major sociodemographic factors such as age-group,
race/ethnicity, and sex/gender, in order to understand disparities in subpopulations. Additional
analyses will explore cancer incidence rates according to other socioeconomic factors, given
availability of data.

Regional disparities in incidence will be explored by aggregating data at the census tract and
zip code level. If individual-level latitude/longitude data is made available to us (preferred -
rationale described below), data will be geocoded with ArcMap GIS and aggregated to the
census-tract level, zip code level, and council district level, as necessary. If Census tract data is
made available to us, data will be mapped and analyzed at the census tract level.

In either case, stringent suppression rules will be applied for all counts and rates. Rates will not
be calculated for any geographic region where the count (numerator) is less than 20, or if the
population size (denominator) is less than 500. Data will only be disseminated as rates, both
internally and externally. The data release policy of TCR will also be adhered to, whenever
applicable: https://www.dshs.texas.gov/tcr/data/policy.aspx

Data Products Planned (e.g., internal or external presentation, manuscript, internal report,
etc.)

Maps, tables, and data reports to be used in presentations to council and partner organizations.
Any maps and tables to be shared externally will use aggregated data and apply stringent
suppression rules before dissemination.

DSHS MOU NO. HHS001108700001 Revised March 2022
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Data Selection Criteria

Sex

All (Male, Female, Intersex, Transgender)

Years of Diagnosis

e The earliest available diagnosis year is 1995.

o It takes two years after the close of a calendar year to collect, quality control, consolidate
and produce analysis files for 95% of cases in a given year.

Begin: 2010 End: 2020

Age

Age at diagnosis or current age: Age at Diagnosis

Age range: 18 and over

Geographic location at time of diagnosis (select one)
O All of Texas

X Specific location in Texas: Bexar County

Cancer Sites (select one)
X All cancer sites
O Specific cancer sites/types
e The TCR defines cancers according to the SEER Site Recode ICD-0O-3/WHO 2008
definitions, unless otherwise indicated. List the cancer site groups according to this
classification system:

e If the requested dataF population is entirely children and adolescents (less than 20 years
of age), the International Classification of Childhood Cancer (ICCC) is recommended (but
not required). This classification includes benign, borderline and malignant tumors
(behaviors 0, 1, and 3, respectively). If ICCC will be used, list the specific recodes:

e If site and ICCC-3 recodes do not apply, list the specific ICD-O-3 topographical codes
(site) and morphology codes (histology):

Behavior (select all that apply)

Invasive/malignant cancers

X In situ cancers

Benign/borderline brain and central nervous system tumors

Additional Selection Criteria (e.g., stage at diagnosis, diagnostic confirmation, etc.)

DSHS MOU NO. HHS001108700001 Revised March 2022
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Variable Selection

e Use the table below to select all variables being requested.
o Space is provided at the bottom of the table for requesting additional variables, and
more rows may be inserted as needed.
e Only select fields relevant to your proposed data use. The TCR from the perspective of
minimum release of data necessary to accomplish aims.
¢ Variables marked with an asterisk require specific justification in the table below.
e Confidential data items are in bold. These items require specific justification in the table
below.
e Important information on the variables can be found in the TCR Data Dictionary and
NAACCR Data Dictionary.
o Please review these data dictionaries before selecting variables.
o The name of the variable is identical to the variable list in the TCR Data Dictionary.
o The numbers shown within brackets next to each variable name is the NAACCR
item number in the NAACCR Data Dictionary.

TCR Variable [NAACCR #] Justification for Requesting Variable

*Required for variables with an asterisk.

Patient Demographics
Patient ID Number [20] Included in all datasets

X Sequence Number—Central [380]
MedRefID

Sex [220]

Race 1 [160]

Race 2 [161]

Spanish/Hispanic Origin [190]
NHIA Derived Hispanic Origin [191]
Indian Health Service Link [192]
Race-NAPIIA (derived API) [193]
Date of Birth [240] *

Year of Birth

Birthplace--State [252]
Birthplace--Country [254]
Name--Last [2230] *
Name--First [2240] *
Name--Middle [2250] *
Name--Maiden [2390] *
Name--Suffix [2270] *

0o0|00|00|xO0|0|00|X|XN|X|HK
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Current Address--Number and Street
[2350] *

Current Address--City [1810] *
Current Address--State [1820] *
Current Address--Postal Code [1830] *

Attachment B
Texas Cancer Registry

MOU Confidential Data Request

Form

Justification for Requesting Variable
*Required for variables with an asterisk.
We have encountered a lot of
discrepancies often between the actual
address and what is geocoded. Having
both addresses along with lat/long data
will allow us to perform sufficient quality
control checks. This is a particularly
pertinent issue in Bexar County, which
encompasses the city of San Antonio as
well as 27 inner-incorporated cities (e.g.
Converse). Often, the address data
points to an inner-incorporated city, but
the geocoded data falls outside the
boundary of that city (this is a well-
known problem with address search
engines such as google and bing as well).
We have strong GIS and geocoding
validation capabilities in house at metro
Health, so having both addresses and
lat/long will allow us to undertake the
validation effort.

We receive similar data from DSHS vital
statistics.

O

Telephone Number [2360] *

O

Physician--Managing [2460] *
Physician--Follow Up [2470] *

Characteristics at Diagnosis

O Address at Diagnosis--State [80]

Address at Diagnosis--County [90]

O Address at Diagnosis--City [70] *

O Address at Diagnosis--Number and Street
[2330] *

O Address at Diagnosis--Postal Code [100]
*

O Rural-Urban Continuum/Beale Code 1993
[3300]

O Rural-Urban Continuum/Beale Code 2003
[3310]

O Rural-Urban Continuum/Beale Code 2013

[3312]

DSHS MOU NO. HHS001108700001

Revised March 2022
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Justification for Requesting Variable

*Required for variables with an asterisk.

O Census Tract 2000 [130] * and Census
Tract Certainty 2000 [365]

X Census Tract 2010 [135] * and Census Data by census tract will allow us to
Tract Certainty 2010 [367] identify and address regional disparities

(see ‘Primary Focus’ and ‘Objective’
above for a detailed rationale)

O Census Tract Poverty Indicator [145]

X Latitude [2352] * Data will allow us to map and aggregate
Longitude [2354] * data to different geographic regions of
GIS Coordinate Quality [366] interest (e.g. council district vs. census

tract vs. zip code) - (See ‘Primary Focus’
and ‘Objective’ above for a detailed
rationale)

O Public Health Region

X Primary Payer at Diagnosis [630]

O Date of Diagnosis [390] *

X Age at Diagnosis [230]

X Year of Diagnosis

X Class of Case [610] *

If requested, choose one:
O Best class-of-case *
O Multiple class-of-case *

[0 CoC Accredited Flag [2152]

First Course Treatment *

Although the TCR collects treatment data, it does not undergo the same quality assurance
checks as other core data fields. These additional data items are often reported as available
and tend to have a higher proportion of missing or incomplete information compared to core
data items. Treatment fields are often missing values, which does not necessarily indicate an
absence of treatment. These data items may be appropriate for exploratory analyses, but
conclusions drawn solely from them may be inaccurate.

O Treatment Initiation Date [1260] *
Treatment Initiation Date Flag [1261]

O Surgery of Primary Site [1290] *

O Scope of Regional Lymph Node Surgery [1292]
b 3

O Surgical removal of distal lymph nodes or
other tissue [1294] *

O Reason for No Surgery [1340] *

Provide justification if any treatment
variables are requested.

DSHS MOU NO. HHS001108700001
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Form

Justification for Requesting Variable
*Required for variables with an asterisk.

Dominant Modality of Radiation [1570] *

Reason for No Radiation [1430] *

Phase I Radiation Treatment Modality [1506]

Sequence of Radiation and Surgery [1380] *

ojojg|o|jojo

Chemotherapy at First Course of Treatment
[1390] *

a

Hormone at first course of treatment [1400] *

Immunotherapy (Biological Response Modifier)
at First Course of Treatment [1410] *

Other Treatment (not surgery, radiation, or
systemic therapy) [1420] *

O

Hematologic Transplant and Endocrine
Procedures [3250] *

Tumor Characteristics

X SEER Summary Stage Best (one data item that

includes the summary stage data item
required for that year) [759, 760, 3020, 764]

Primary Site [400]

Laterality [410]

Diagnosis Confirmation [490]

Type of Reporting Source [500]

Histologic Type ICD-0-3 [522]

Behavior Code ICD-0-3 [523]

Site Recode ICD-0-3/WHO 2008

Tumor Size Summary [756]

EOD Tumor Size [780]

Collaborative Stage--Tumor Size [2800]

Regional Nodes Examined [830]

Regional Nodes Positive [820]

O00000IXKKKXOOOX

TNM Clinical Staging [940, 950, 960, 970]

Cases diagnosed 2015-2017. See caution
for TNM in the TCR Data Dictionary

O

TNM Pathologic Staging [880, 890, 900, 910]

Cases diagnosed 2015-2017. See caution
for TNM in the TCR Data Dictionary

DSHS MOU NO. HHS001108700001

Revised March 2022
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Justification for Requesting Variable
*Required for variables with an asterisk.
0 TNM Clinical Staging [1001, 1002, 1003, Cases diagnosed 2018 forward. See
1004] caution for TNM in the TCR Data
Dictionary
TNM Pathologic Staging [1011, 1012, 1013, Cases diagnosed 2018 forward. See
1014] caution for TNM in the TCR Data
Dictionary

TCR Variable [NAACCR #]

a

TNM Edition Number [1060]

Collaborative Stage—Extension [2810]
Collaborative Stage--Lymph Nodes [2830]
Collaborative Stage--Metastasis at Diagnosis
[2850]

Collaborative Stage--Site Specific Factor 1 See the TCR Data Dictionary for site
[2880] specific factor descriptions

O Collaborative Stage--Site Specific Factor 2
[2890]

O Collaborative Stage--Site Specific Factor 3
[2900]

O Collaborative Stage--Site Specific Factor 15
[2869]

Collaborative Stage--Site Specific Factor 25
[2879]

Schema ID [3800]

Brain Molecular Markers [3816]
Breslow Tumor Thickness [3817]
Estrogen Receptor Summary [3827]
Fibrosis Score [3835]

Grade [440] Cases diagnosed 1995-2017.

Grade Clinical [3843] Cases diagnosed 2018 forward.
Grade Pathological [3844]
Grade Post Therapy [3845]

HER2 Overall Summary [3855]
Microsatellite Instability (MSI) [3890]
Progesterone Receptor Summary [3915]

PSA (Prostate Specific Antigen) Lab Value
[3920]

[0 LDF Pretreatment Lab Value [3932]
Cause of Death and Follow-up

o|ojo|o

a

O

O|ojg|g|o|a|.

O|ojoja
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Justification for Requesting Variable

*Required for variables with an asterisk.

Surv-Date Presumed Alive [1785]*

Surv-Flag Presumed Alive [1786]

Survival Months - Presumed Alive [1787]

Surv-Date DX Recode [1788]*

Date of Last Contact [1750]*

Place of Death-State [1942]

O|0|0|ojojaig

Place of Death-Country [1944]

X

Vital Status [1760]

Follow-Up Source Central [1791]

X\ 0O

Cause of Death [1910]*
ICD Revision Number [1920]

Additional Variables

information.

List any additional variables relevant for your proposed data use. Enter the NAACCR data item
number and justification. These fields may not have undergone the same quality assurance
checks as other core data fields and may have a high proportion of missing or incomplete

(To add more rows, click the blue plus sign at the bottom right corner of the table.)

1

Dataset Format
Preferred file format for dataset: Excel (.xlsx or .xls)

DSHS MOU NO. HHS001108700001
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o Certificate of Data Destruction

Instructions: Complete this form is to confirm data destruction for Texas Cancer
Registry data provided through a DSHS MOU. Upon completion, submit to
cancerdata@dshs.texas.gov.

1. DSHS MOU No.:

2. List the data that were destroyed:

3. List the software program(s) used for securely destroying the data and any copies,
derivatives, subsets, and manipulated files, if applicable:

4. By signing this Certificate, I confirm that ALL data requested for the DSHS MOU
listed above and as applicable, copies, derivatives, subsets and manipulated files,
held by all individuals who had access to, and from all the computers/storage
devices where the files were processed/stored have been properly destroyed.

MOU DATA RECIPIENT PROGRAM CONTACT:
ORGANIZATION:
EMAIL.: PHONE:
AUTHORIZED REPRESENTATIVE SIGNATURE: DATE:
Texas Cancer Registry March 2022

Certificate of Data Destruction Page 1 of 1



ATTACHMENT D - LIST OF INDIVIDUALS ACCESSING CANCER DATA

Organization

Phone

Golareh Agha, PhD

City of San Antonio Metro Health

golareh.agha@sanantonid(210) 207-6976

Tina Christi Lopez, Phar

City of San Antonio Metro Health

tina.lopez@sanantonio.go

(210) 207-6976

Maciel Ugalde, PhD

City of San Antonio Metro Health

maciel.ugalde@sanantoni

(210) 207-6976

Katherine Hathaway, Mi

City of San Antonio Metro Health

katherine.hathaway@sang

(210) 207-6976
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Texas HHS System - Data Use Agreement - Attachment 2
SECURITY AND PRIVACY INQUIRY (SPI)

4 Health and Human
" Services

If you are a bidder for a new procurement/contract, in order to participate in the bidding process, you must have corrected any "No"
responses (except A9a) prior to the contract award date. If you are an applicant for an open enroliment, you must have corrected
any "No" answers (except A9a and Al1) prior to performing any work on behalf of any Texas HHS agency.

For any questions answered "No" (except A9a and A11), an Action Plan for Compliance with a Timeline must be documented in the
designated area below the question. The timeline for compliance with HIPAA-related requirements for safeguarding Protected Health
Information is 30 calendar days from the date this form is signed. Compliance with requirements related to other types of
Confidential Information must be confirmed within 90 calendar days from the date the form is signed.

SECTION A: APPLICANT/BIDDER INFORMATION (To be completed by Applicant/Bidder)

1. Does the applicant/bidder access, create, disclose, receive, transmit, maintain, or store Texas
HHS Confidential Information in electronic systems (e.g., laptop, personal use computer,
mobile device, database, server, etc.)? IF NO, STOP. THE SPI FORM IS NOT REQUIRED.

O Yes
O No

2. Entity or Applicant/Bidder Legal Name Legal Name:

Legal Entity Tax Identification Number
(TIN) (Last Four Numbers Only):

Procurement/Contract#:

Address:
City: State: ZIP:
Telephone #:
Email Address:
3. Number of Employees, at all locations, in Total Employees:
Applicant/Bidder's Workforce
"Workforce" means all employees, volunteers, trainees, and
other Persons whose conduct is under the direct control of
Applicant/Bidder, whether or not they are paid by Applicant/
Bidder. If Applicant/Bidder is a sole proprietor, the workforce
may be only one employee.
4. Number of Subcontractors Total Subcontractors:
(if Applicant/Bidder will not use subcontractors, enter “0”)
5. Name of Information Technology Security Official A. Security Official:
and Name of Privacy Official for Applicant/Bidder .
. " o Legal Name:
(Privacy and Security Official may be the same person.)
Address:
City: State: ZIP:
Telephone #:

Email Address:

B. Privacy Official:
Legal Name:

Address:
City: State: ZIP:
Telephone #:

Email Address:

SPI Version 2.1 (06/2018) Texas HHS System - Data Use Agreement - Attachment 2: Page 1 of 18
SECURITY AND PRIVACY INQUIRY (SPI)



6. Type(s) of Texas HHS Confidential Information the HIPAA clIS IRS FTI CMS
Applicant/Bidder will create, receive, maintain, use, D D D D

SSA Pl

disclose or have access to: (Check all that apply) Other (Please List)
e Health Insurance Portability and Accountability Act (HIPAA) data
e Criminal Justice Information Services (CJIS) data

e Internal Revenue Service Federal Tax Information (IRS FTI) data

e Centers for Medicare & Medicaid Services (CMS)

* Social Security Administration (SSA)

» Personally Identifiable Information (Pll)

7. Number of Storage Devices for Texas HHS Confidential Information (as defined in the
Texas HHS System Data Use Agreement (DUA))

Cloud Services involve using a network of remote servers hosted on the Internet to store,
manage, and process data, rather than a local server or a personal computer.

A Data Center is a centralized repository, either physical or virtual, for the storage,
management, and dissemination of data and information organized around a particular body
of knowledge or pertaining to a particular business.

Total #

(Sum a-d)

0

a. Devices. Number of personal user computers, devices or drives, including mobile
devices and mobile drives.

b. Servers. Number of Servers that are not in a data center or using Cloud Services.

c. Cloud Services. Number of Cloud Services in use.

d. Data Centers. Number of Data Centers in use.

8. Number of unduplicated individuals for whom Applicant/Bidder reasonably expects to

Select Option

by HIPAA.)

handle Texas HHS Confidential Information during one year: (a-d)

a. 499 individuals or less Oa

b. 500 to 999 individuals Ob.

c. 1,000 to 99,999 individuals Oc.

d. 100,000 individuals or more Od.

9. HIPAA Business Associate Agreement

a. Will Applicant/Bidder use, disclose, create, receive, transmit or maintain protected O Yes
health information on behalf of a HIPAA-covered Texas HHS agency for a HIPAA- O No
covered function?

b. Does Applicant/Bidder have a Privacy Notice prominently displayed on a Webpage or a O Yes
Public Office of Applicant/Bidder's business open to or that serves the public? (This is a O No
HIPAA requirement. Answer "N/A" if not applicable, such as for agencies not covered O N/A

Action Plan for Compliance with a Timeline:

Compliance Date:

10. Subcontractors. If the Applicant/Bidder responded "0" to Question 4 (indicating no
subcontractors), check "N/A" for both 'a.' and 'b.’

a. Does Applicant/Bidder require subcontractors to execute the DUA Attachment 1 O Yes
Subcontractor Agreement Form? O No
O N/A

Action Plan for Compliance with a Timeline:

Compliance Date:

Texas HHS System - Data Use Agreement - Attachment 2:

SPI Version 2.1 (06/2018)
SECURITY AND PRIVACY INQUIRY (SPI)

Page 2 of 18




b. Will Applicant/Bidder agree to require subcontractors who will access Confidential O Yes
Information to comply with the terms of the DUA, not disclose any Confidential

O No
Information to them until they have agreed in writing to the same safeguards and to O N/A
discontinue their access to the Confidential Information if they fail to comply?
Action Plan for Compliance with a Timeline:

Compliance Date:

11. Does Applicant/Bidder have any Optional Insurance currently in place?

Yes
Optional Insurance provides coverage for: (1) Network Security and Privacy; (2) Data Breach; (3) Cyber g N
Liability (lost data, lost use or delay/suspension in business, denial of service with e-business, the Internet, o
networks and informational assets, such as privacy, intellectual property, virus transmission, extortion, O N/A

sabotage or web activities); (4) Electronic Media Liability; (5) Crime/Theft; (6) Advertising Injury and Personal
Injury Liability; and (7) Crisis Management and Notification Expense Coverage.

SPI Version 2.1 (06/2018) Texas HHS System - Data Use Agreement - Attachment 2: Page 3 of 18
SECURITY AND PRIVACY INQUIRY (SPI)



SECTION B: PRIVACY RISK ANALYSIS AND ASSESSMENT (To be completed by Applicant/Bidder)

For any questions answered "No," an Action Plan for Compliance with a Timeline must be documented in
the designated area below the question. The timeline for compliance with HIPAA-related requirements for
safeguarding Protected Health Information is 30 calendar days from the date this form is signed.
Compliance with requirements related to other types of Confidential Information must be confirmed within

90 calendar days from the date the form is signed.

1. Written Policies & Procedures. Does Applicant/Bidder have current written privacy and Yes or No
security policies and procedures that, at a minimum:

a. Does Applicant/Bidder have current written privacy and security policies and O Yes
procedures that identify Authorized Users and Authorized Purposes (as defined in the O No
DUA) relating to creation, receipt, maintenance, use, disclosure, access or transmission
of Texas HHS Confidential Information?

Action Plan for Compliance with a Timeline: Compliance Date:
b. Does Applicant/Bidder have current written privacy and security policies and O Yes
procedures that require Applicant/Bidder and its Workforce to comply with the O No

applicable provisions of HIPAA and other laws referenced in the DUA, relating
to creation, receipt, maintenance, use, disclosure, access or transmission of
Texas HHS Confidential Information on behalf of a Texas HHS agency?

Action Plan for Compliance with a Timeline: Compliance Date:
c. Does Applicant/Bidder have current written privacy and security policies and procedures O Yes

that limit use or disclosure of Texas HHS Confidential Information to the minimum that is O No

necessary to fulfill the Authorized Purposes?

Action Plan for Compliance with a Timeline: Compliance Date:
d. Does Applicant/Bidder have current written privacy and security policies and procedures O Yes

that respond to an actual or suspected breach of Texas HHS Confidential Information, to ON

o

include at a minimum (if any responses are “No” check “No” for all three):

i. Immediate breach notification to the Texas HHS agency, regulatory authorities, and
other required Individuals or Authorities, in accordance with Article 4 of the DUA;

ii. Following a documented breach response plan, in accordance with the DUA
and applicable law; &

iii. Notifying Individuals and Reporting Authorities whose Texas HHS Confidential
Information has been breached, as directed by the Texas HHS agency?

Texas HHS System - Data Use Agreement - Attachment 2: Page 4 of 18
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Action Plan for Compliance with a Timeline:

Compliance Date:

. Does Applicant/Bidder have current written privacy and security policies and procedures
that conduct annual workforce training and monitoring for and correction of any training
delinquencies?

O Yes
O No

Action Plan for Compliance with a Timeline:

Compliance Date:

. Does Applicant/Bidder have current written privacy and security policies and
procedures that permit or deny individual rights of access, and amendment
or correction, when appropriate?

O Yes
O No

Action Plan for Compliance with a Timeline:

Compliance Date:

. Does Applicant/Bidder have current written privacy and security policies and procedures
that permit only Authorized Users with up-to-date privacy and security training, and
with a reasonable and demonstrable need to use, disclose, create, receive, maintain,
access or transmit the Texas HHS Confidential Information, to carry out an obligation
under the DUA for an Authorized Purpose, unless otherwise approved in writing by a
Texas HHS agency?

O Yes
O No

Action Plan for Compliance with a Timeline:

Compliance Date:

. Does Applicant/Bidder have current written privacy and security policies and procedures
that establish, implement and maintain proof of appropriate sanctions against any
Workforce or Subcontractors who fail to comply with an Authorized Purpose or who is
not an Authorized User, and used or disclosed Texas HHS Confidential Information in
violation of the DUA, the Base Contract or applicable law?

O Yes
O No

Action Plan for Compliance with a Timeline:

Compliance Date:

i. Does Applicant/Bidder have current written privacy and security policies and

procedures that require updates to policies, procedures and plans following major
changes with use or disclosure of Texas HHS Confidential Information within 60
days of identification of a need for update?

O Yes
O No

Action Plan for Compliance with a Timeline:

Compliance Date:

SPI Version 2.1 (06/2018)
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Does Applicant/Bidder have current written privacy and security policies and
procedures that restrict permissions or attempts to re-identify or further identify
de-identified Texas HHS Confidential Information, or attempt to contact any Individuals
whose records are contained in the Texas HHS Confidential Information, except for an
Authorized Purpose, without express written authorization from a Texas HHS agency or
as expressly permitted by the Base Contract?

O Yes
O No

Action Plan for Compliance with a Timeline:

Compliance Date:

k. If Applicant/Bidder intends to use, disclose, create, maintain, store or transmit Texas HHS

Confidential Information outside of the United States, will Applicant/Bidder obtain the
express prior written permission from the Texas HHS agency and comply with the Texas
HHS agency conditions for safeguarding offshore Texas HHS Confidential Information?

OYes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:

I. Does Applicant/Bidder have current written privacy and security policies and procedures
that require cooperation with Texas HHS agencies' or federal regulatory inspections,
audits or investigations related to compliance with the DUA or applicable law?

O Yes
O No

Action Plan for Compliance with a Timeline:

Compliance Date:

m. Does Applicant/Bidder have current written privacy and security policies and

procedures that require appropriate standards and methods to destroy or dispose of
Texas HHS Confidential Information?

OYes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:

n. Does Applicant/Bidder have current written privacy and security policies and procedures
that prohibit disclosure of Applicant/Bidder's work product done on behalf of Texas HHS
pursuant to the DUA, or to publish Texas HHS Confidential Information without express

prior approval of the Texas HHS agency?

O Yes
OnNo

Action Plan for Compliance with a Timeline:

Compliance Date:

Does Applicant/Bidder have a current Workforce training program?

Training of Workforce must occur at least once every year, and within 30 days of date of hiring a new
Workforce member who will handle Texas HHS Confidential Information. Training must include: (1) privacy and
security policies, procedures, plans and applicable requirements for handling Texas HHS Confidential
Information, (2) a requirement to complete training before access is given to Texas HHS Confidential
Information, and (3) written proof of training and a procedure for monitoring timely completion of training.

O Yes
O No
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Action Plan for Compliance with a Timeline: Compliance Date:

3. Does Applicant/Bidder have Privacy Safeguards to protect Texas HHS Confidential O Yes
Information in oral, paper and/or electronic form? O No

"Privacy Safeguards" means protection of Texas HHS Confidential Information by establishing, implementing
and maintaining required Administrative, Physical and Technical policies, procedures, processes and controls,
required by the DUA, HIPAA (45 CFR 164.530), Social Security Administration, Medicaid and laws, rules or
regulations, as applicable. Administrative safeguards include administrative protections, policies and
procedures for matters such as training, provision of access, termination, and review of safeguards, incident
management, disaster recovery plans, and contract provisions. Technical safeguards include technical
protections, policies and procedures, such as passwords, logging, emergencies, how paper is faxed or mailed,
and electronic protections such as encryption of data. Physical safeguards include physical protections,
policies and procedures, such as locks, keys, physical access, physical storage and trash.

Action Plan for Compliance with a Timeline: Compliance Date:
4. Does Applicant/Bidder and all subcontractors (if applicable) maintain a current list of O Yes
Authorized Users who have access to Texas HHS Confidential Information, whether oral, O No

written or electronic?

Action Plan for Compliance with a Timeline: Compliance Date:
5. Does Applicant/Bidder and all subcontractors (if applicable) monitor for and remove OYes
terminated employees or those no longer authorized to handle Texas HHS O No

Confidential Information from the list of Authorized Users?

Action Plan for Compliance with a Timeline: Compliance Date:
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This section is about your electronic system. If your business DOES NOT store, access, or
transmit Texas HHS Confidential Information in electronic systems (e.g., laptop, personal
use computer, mobile device, database, server, etc.) select the box to the right, and

"YES" will be entered for all questions in this section.

SECTION C: SECURITY RISK ANALYSIS AND ASSESSMENT (to be completed by Applicant/Bidder)

No Electronic
Systems

days, Pll-related items is 90 calendar days.

For any questions answered "No," an Action Plan for Compliance with a Timeline must be documented in the
designated area below the question. The timeline for compliance with HIPAA-related items is 30 calendar

1. Does the Applicant/Bidder ensure that services which access, create, disclose, receive,

transmit, maintain, or store Texas HHS Confidential Information are maintained IN the
United States (no offshoring) unless ALL of the following requirements are met?
a. The data is encrypted with FIPS 140-2 validated encryption
b. The offshore provider does not have access to the encryption keys
c. The Applicant/Bidder maintains the encryption key within the United States
d. The Application/Bidder has obtained the express prior written permission of the
Texas HHS agency

For more information regarding FIPS 140-2 encryption products, please refer to:
http://csrc.nist.gov/publications/fips

O Yes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:

2. Does Applicant/Bidder utilize an IT security-knowledgeable person or company to maintain
or oversee the configurations of Applicant/Bidder's computing systems and devices?

OYes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:

3. Does Applicant/Bidder monitor and manage access to Texas HHS Confidential Information
(e.g., a formal process exists for granting access and validating the need for users to access
Texas HHS Confidential Information, and access is limited to Authorized Users)?

OYes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:

4. Does Applicant/Bidder a) have a system for changing default passwords, b) require user
password changes at least every 90 calendar days, and c) prohibit the creation of weak
passwords (e.g., require a minimum of 8 characters with a combination of uppercase,
lowercase, special characters, and numerals, where possible) for all computer systems
that access or store Texas HHS Confidential Information.

If yes, upon request must provide evidence such as a screen shot or a system report.

OYes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:
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5. Does each member of Applicant/Bidder's Workforce who will use, disclose, create, receive,

transmit or maintain Texas HHS Confidential Information have a unique user name
(account) and private password?

OYes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:

. Does Applicant/Bidder lock the password after a certain number of failed attempts and
after 15 minutes of user inactivity in all computing devices that access or store Texas
HHS Confidential Information?

OYes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:

. Does Applicant/Bidder secure, manage and encrypt remote access (including wireless
access) to computer systems containing Texas HHS Confidential Information? (e.g., a formal
process exists for granting access and validating the need for users to remotely access Texas
HHS Confidential Information, and remote access is limited to Authorized Users).

Encryption is required for all Texas HHS Confidential Information. Additionally, FIPS 140-2 validated encryption is required
for Health Insurance Portability and Accountability Act (HIPAA) data, Criminal Justice Information Services (CJIS) data,
Internal Revenue Service Federal Tax Information (IRS FTI) data, and Centers for Medicare & Medicaid Services (CMS) data.

For more information regarding FIPS 140-2 encryption products, please refer to:
http://csrc.nist.gov/publications/fips

O VYes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:

. Does Applicant/Bidder implement computer security configurations or settings for all
computers and systems that access or store Texas HHS Confidential Information?
(e.g., non-essential features or services have been removed or disabled to reduce the
threat of breach and to limit exploitation opportunities for hackers or intruders, etc.)

O Yes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:

. Does Applicant/Bidder secure physical access to computer, paper, or other systems
containing Texas HHS Confidential Information from unauthorized personnel and theft
(e.g., door locks, cable locks, laptops are stored in the trunk of the car instead of the
passenger area, etc.)?

OYes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:
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10. Does Applicant/Bidder use encryption products to protect Texas HHS Confidential
Information that is transmitted over a public network (e.g., the Internet, WiFi, etc.)?

If yes, upon request must provide evidence such as a screen shot or a system report.
Encryption is required for all HHS Confidential Information. Additionally, FIPS 140-2 validated encryption is required for

Health Insurance Portability and Accountability Act (HIPAA) data, Criminal Justice Information Services (CJIS) data, Internal

Revenue Service Federal Tax Information (IRS FTI) data, and Centers for Medicare & Medicaid Services (CMS) data.

For more information regarding FIPS 140-2 encryption products, please refer to:
http://csrc.nist.gov/publications/fips

OYes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:

11. Does Applicant/Bidder use encryption products to protect Texas HHS Confidential

Information stored on end user devices (e.g., laptops, USBs, tablets, smartphones, external

hard drives, desktops, etc.)?
If yes, upon request must provide evidence such as a screen shot or a system report.

Encryption is required for all Texas HHS Confidential Information. Additionally, FIPS 140-2 validated encryption is required

for Health Insurance Portability and Accountability Act (HIPAA) data, Criminal Justice Information Services (CJIS) data,

Internal Revenue Service Federal Tax Information (IRS FTI) data, and Centers for Medicare & Medicaid Services (CMS) data.

For more information regarding FIPS 140-2 encryption products, please refer to:
http://csrc.nist.gov/publications/fips

O VYes
O No

Action Plan for Compliance with a Timeline:

Compliance Date:

12. Does Applicant/Bidder require Workforce members to formally acknowledge rules outlining

their responsibilities for protecting Texas HHS Confidential Information and associated
systems containing HHS Confidential Information before their access is provided?

O Yes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:

13. Is Applicant/Bidder willing to perform or submit to a criminal background check on
Authorized Users?

O VYes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:

14. Does Applicant/Bidder prohibit the access, creation, disclosure, reception, transmission,
maintenance, and storage of Texas HHS Confidential Information with a subcontractor
(e.g., cloud services, social media, etc.) unless Texas HHS has approved the subcontractor
agreement which must include compliance and liability clauses with the same
requirements as the Applicant/Bidder?

OYes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:
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15.

Does Applicant/Bidder keep current on security updates/patches (including firmware,
software and applications) for computing systems that use, disclose, access, create,
transmit, maintain or store Texas HHS Confidential Information?

OVYes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:

16.

Do Applicant/Bidder's computing systems that use, disclose, access, create, transmit,
maintain or store Texas HHS Confidential Information contain up-to-date anti-
malware and antivirus protection?

OYes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:

17.

Does the Applicant/Bidder review system security logs on computing systems that access
or store Texas HHS Confidential Information for abnormal activity or security concerns on
a regular basis?

O Yes
OnNo

Action Plan for Compliance with a Timeline:

Compliance Date:

18.

Notwithstanding records retention requirements, does Applicant/Bidder's disposal
processes for Texas HHS Confidential Information ensure that Texas HHS Confidential
Information is destroyed so that it is unreadable or undecipherable?

O Yes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:

19.

Does the Applicant/Bidder ensure that all public facing websites and mobile
applications containing Texas HHS Confidential Information meet security testing
standards set forth within the Texas Government Code (TGC), Section 2054.516;
including requirements for implementing vulnerability and penetration testing and
addressing identified vulnerabilities?

For more information regarding TGC, Section 2054.516 DATA SECURITY PLAN FOR ONLINE AND MOBILE
APPLICATIONS, please refer to: https://legiscan.com/TX/text/HB8/2017

O Yes
ONo

Action Plan for Compliance with a Timeline:

Compliance Date:
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SECTION D: SIGNATURE AND SUBMISSION (to be completed by Applicant/Bidder)

Please sign the form digitally, if possible. If you can't, provide a handwritten signature.

1. | certify that all of the information provided in this form is truthful and correct to the best of my knowledge.
If | learn that any such information was not correct, | agree to notify Texas HHS of this immediately.

2. Signature

Agency(s):

HHsc:[]

To submit the completed, signed form:

pres: []

3. Title

* Email the form as an attachment to the appropriate Texas HHS Contract Manager(s).

Section E: To Be Completed by Texas HHS Agency Staff:

Requesting Department(s):

. Date:

psHs: []

Legal Entity Tax Identification N

umber (TIN) (Last four Only):

s

PO/Contract(s) #:

Contract Manager:

Contract Manager Email Address:

Contract Manager Telephone #:

Contract Manager:

Contract Manager Email Address:

Contract Manager Telephone #:

Contract Manager:

Contract Manager Email Address:

Contract Manager Telephone #:

Contract Manager:

Contract Manager Email Address:

Contract Manager Telephone #:

Contract Manager:

Contract Manager Email Address:

Contract Manager Telephone #:

Contract Manager:

Contract Manager Email Address:

Contract Manager Telephone #:

Contract Manager:

Contract Manager Email Address:

Contract Manager Telephone #:

Contract Manager:

Contract Manager Email Address:

Contract Manager Telephone #:
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INSTRUCTIONS FOR COMPLETING THE SECURITY AND PRIVACY INQUIRY (SPI)

Below are instructions for Applicants, Bidders and Contractors for Texas Health and Human Services requiring the
Attachment 2, Security and Privacy Inquiry (SPI) to the Data Use Agreement (DUA). Instruction item numbers below
correspond to sections on the SPI form.

If you are a bidder for a new procurement/contract, in order to participate in the bidding process, you must have corrected any "No"
responses (except A9a) prior to the contract award date. If you are an applicant for an open enrollment, you must have corrected
any "No" answers (except A9a and A11) prior to performing any work on behalf of any Texas HHS agency.

For any questions answered "No" (except A9a and A11), an Action Plan for Compliance with a Timeline must be documented in the
designated area below the question. The timeline for compliance with HIPAA-related requirements for safeguarding Protected Health
Information is 30 calendar days from the date this form is signed. Compliance with requirements related to other types of
Confidential Information must be confirmed within 90 calendar days from the date the form is signed.

SECTION A. APPLICANT /BIDDER INFORMATION

Item #1. Only contractors that access, transmit, store, and/or maintain Texas HHS Confidential Information will
complete and email this form as an attachment to the appropriate Texas HHS Contract Manager.

Item #2. Entity or Applicant/Bidder Legal Name. Provide the legal name of the business (the name used for legal purposes,
like filing a federal or state tax form on behalf of the business, and is not a trade or assumed named "dba"), the legal tax
identification number (last four numbers only) of the entity or applicant/bidder, the address of the corporate or main branch of
the business, the telephone number where the business can be contacted regarding questions related to the information on
this form and the website of the business, if a website exists.

Item #3. Number of Employees, at all locations, in Applicant/Bidder's workforce. Provide the total number of
individuals, including volunteers, subcontractors, trainees, and other persons who work for the business. If you are the
only employee, please answer "1."

Item #4. Number of Subcontractors. Provide the total number of subcontractors working for the business. If you have
none, please answer "0" zero.

Item #5. Number of unduplicated individuals for whom Applicant/Bidder reasonably expects to handle HHS Confidential
Information during one year. Select the radio button that corresponds with the number of clients/consumers for whom you
expect to handle Texas HHS Confidential Information during a year. Only count clients/consumers once, no matter how many
direct services the client receives during a year.

Item #5. Name of Information Technology Security Official and Name of Privacy Official for Applicant/Bidder. As with all other
fields on the SPI, this is a required field. This may be the same person and the owner of the business if such person has the security
and privacy knowledge that is required to implement the requirements of the DUA and respond to questions related to the SPI. In
4.A. provide the name, address, telephone number, and email address of the person whom you have designated to answer any
security questions found in Section C and in 4.B. provide this information for the person whom you have designated as the person
to answer any privacy questions found in Section B. The business may contract out for this expertise; however, designated
individual(s) must have knowledge of the business's devices, systems and methods for use, disclosure, creation, receipt,
transmission and maintenance of Texas HHS Confidential Information and be willing to be the point of contact for privacy and
security questions.

Item #6. Type(s) of HHS Confidential Information the Entity or Applicant/Bidder Will Create, Receive, Maintain, Use, Disclose or
Have Access to: Provide a complete listing of all Texas HHS Confidential Information that the Contractor will create, receive,
maintain, use, disclose or have access to. The DUA section Article 2, Definitions, defines Texas HHS Confidential Information as:

“Confidential Information” means any communication or record (whether oral, written, electronically stored or transmitted,
or in any other form) provided to or made available to CONTRACTOR or that CONTRACTOR may create, receive, maintain,
use, disclose or have access to on behalf of Texas HHS that consists of or includes any or all of the following:

(1) Client Information;

(2) Protected Health Information in any form including without limitation, Electronic
Protected Health Information or Unsecured Protected Health Information;

(3) Sensitive Personal Information defined by Texas Business and Commerce Code Ch. 521;
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(4) Federal Tax Information;

(5) Personally Identifiable Information;

(6) Social Security Administration Data, including, without limitation, Medicaid information;
(7) All privileged work product;

(8) All information designated as confidential under the constitution and laws of the State of
Texas and of the United States, including the Texas Health & Safety Code and the Texas Public
Information Act, Texas Government Code, Chapter 552.

Definitions for the following types of confidential information can be found the foilowing sites:

e Health Insurance Portability and Accountability Act (HIPAA) - http://www.hhs.qov/hipaa/index.html

e Criminal Justice Information Services (CJIS) - https://www.fbi.qgov/services/cjis/cjis-security-policy-resource-center

e Internal Revenue Service Federal Tax Information (IRS FTI) - https.//www.irs.qov/pub/irs-pdf/p1075.pdf

e Centers for Medicare & Medicaid Services (CMS) - https://www.cms.qgov/Regulations-and-Guidance/Requlations-and-
Guidance.html

e Social Security Administration (SSA) - https://www.ssa.qov/requlations/
e Personally Identifiable Information (PIl) - http.//csrc.nist.qov/publications/nistpubs/800-122/sp800-122.pdf

Item #7. Number of Storage devices for Texas HHS Confidential Information. The total number of devices is
automatically calculated by exiting the fields in lines a - d. Use the <Tab> key when exiting the field to prompt
calculation, if it doesn't otherwise sum correctly.

e Jtem 7a. Devices. Provide the number of personal user computers, devices, and drives (including mobile
devices, laptops, USB drives, and external drives) on which your business stores or will store Texas HHS
Confidential Information.

e Jtem 7b. Servers. Provide the number of servers not housed in a data center or "in the cloud," on which Texas HHS
Confidential Information is stored or will be stored. A server is a dedicated computer that provides data or services to other
computers. It may provide services or data to systems on a local area network (LAN) or a wide area network (WAN) over the
Internet. If none, answer "0" (zero).

e Jtem 7c. Cloud Services. Provide the number of cloud services to which Texas HHS Confidential Information is stored. Cloud
Services involve using a network of remote servers hosted on the Internet to store, manage, and process data, rather than
on a local server or a personal computer. If none, answer "0" (zero.)

e |/tem 7d. Data Centers. Provide the number of data centers in which you store Texas HHS Confidential Information. A
Data Center is a centralized repository, either physical or virtual, for the storage, management, and
dissemination of data and information organized around a particular body of knowledge or pertaining to a
particular business. If none, answer "0" (zero).

Item #8. Number of unduplicated individuals for whom the Applicant/Bidder reasonably expects to handle Texas HHS
Confidential Information during one year. Select the radio button that corresponds with the number of clients/consumers for
whom you expect to handle Confidential Information during a year. Only count clients/consumers once, no matter how many
direct services the client receives during a year.

Item #9. HIPAA Business Associate Agreement.

o Item #9a. Answer "Yes" if your business will use, disclose, create, receive, transmit, or store information relating to a
client/consumer's healthcare on behalf of the Department of State Health Services, the Department of Disability and Aging
Services, or the Health and Human Services Commission for treatment, payment, or operation of Medicaid or Medicaid
clients. If your contract does not include HIPAA covered information, respond "no." If "no," a compliance plan is not required.

e Item #9b. Answer "Yes" if your business has a notice of privacy practices (a document that explains how you protect and
use a client/consumer's healthcare information) displayed either on a website (if one exists for your business) or in your
place of business (if that location is open to clients/consumers or the public). If your contract does not include HIPAA
covered information, respond "N/A."

Item #10. Subcontractors. If your business responded "0" to question 4 (number of subcontractors), Answer "N/A" to Items 10a
and 10b to indicate not applicable.

e Item #10a. Answer "Yes" if your business requires that all subcontractors sign Attachment 1 of the DUA.

e Item #10b. Answer "Yes" if your business obtains Texas HHS approval before permitting subcontractors to handle Texas HHS
Confidential Information on your business's behalf.

Item #11. Optional Insurance. Answer "yes" if applicant has optional insurance in place to provide coverage for a Breach or any

. Texas HHS System - Data Use Agreement - Attachment 2: Pa
ge 14 of 18
SPI Version 2.1 (06/2018) SECURITY AND PRIVACY INQUIRY (SPI)



other situations listed in this question. If you are not required to have this optional coverage, answer "N/A" A compliance plan is
not required.

SECTION B. PRIVACY RISK ANALYSIS AND ASSESSMENT

Reasonable and appropriate written Privacy and Security policies and procedures are required, even for sole proprietors who are
the only employee, to demonstrate how your business will safeguard Texas HHS Confidential Information and respond in the
event of a Breach of Texas HHS Confidential Information. To ensure that your business is prepared, all of the items below must
be addressed in your written Privacy and Security policies and procedures.

Item #1. Answer "Yes" if you have written policies in place for each of the areas (a-0).

e Item #1a. Answer "yes" if your business has written policies and procedures that identify everyone, including
subcontractors, who are authorized to use Texas HHS Confidential Information. The policies and procedures should also
identify the reason why these Authorized Users need to access the Texas HHS Confidential Information and this reason
must align with the Authorized Purpose described in the Scope of Work or description of services in the Base Contract
with the Texas HHS agency.

e Item #1b. Answer "Yes" if your business has written policies and procedures that require your employees (including
yourself), your volunteers, your trainees, and any other persons whose work you direct, to comply with the requirements
of HIPAA, if applicable, and other confidentiality laws as they relate to your handling of Texas HHS Confidential
Information. Refer to the laws and rules that apply, including those referenced in the DUA and Scope of Work or
description of services in the Base Contract.

e Item #1c. Answer "Yes" if your business has written policies and procedures that limit the Texas HHS Confidential
Information you disclose to the minimum necessary for your workforce and subcontractors (if applicable) to perform the
obligations described in the Scope of Work or service description in the Base Contract. (e.g., if a client/consumer's Social
Security Number is not required for a workforce member to perform the obligations described in the Scope of Work or
service description in the Base Contract, then the Social Security Number will not be given to them.) If you are the only
employee for your business, policies and procedures must not include a request for, or use of, Texas HHS Confidential
Information that is not required for performance of the services.

o Item #1d. Answer "Yes" if your business has written policies and procedures that explain how your business would
respond to an actual or suspected breach of Texas HHS Confidential Information. The written policies and procedures,
at a minimum, must include the three items below. If any response to the three items below are no, answer "no."

O Item #1di. Answer "Yes" if your business has written policies and procedures that require your business to
immediately notify Texas HHS, the Texas HHS Agency, regulatory authorities, or other required Individuals or
Authorities of a Breach as described in Article 4, Section 4 of the DUA.

Refer to Article 4, Section 4.01:

Initial Notice of Breach must be provided in accordance with Texas HHS and DUA requirements with as much

information as possible about the Event/Breach and a name and contact who will serve as the single point of contact
with HHS both on and off business hours. Time frames related to Initial Notice include:

e within one hour of Discovery of an Event or Breach of Federal Tax Information, Social Security Administration
Data, or Medicaid Client Information

e within 24 hours of all other types of Texas HHS Confidential Information 48-hour Formal Notice must be provided
no later than 48 hours after Discovery for protected health information, sensitive personal information or other
non-public information and must include applicable information as referenced in Section 4.01 (C) 2. of the DUA.

O Item #1dii. Answer "Yes" if your business has written policies and procedures require you to have and follow a
written breach response plan as described in Article 4 Section 4.02 of the DUA.

O Item #1diii. Answer "Yes" if your business has written policies and procedures require you to notify Reporting
Authorities and Individuals whose Texas HHS Confidential Information has been breached as described in Article 4
Section 4.03 of the DUA.

e Item #1e. Answer "Yes" if your business has written policies and procedures requiring annual training of your entire
workforce on matters related to confidentiality, privacy, and security, stressing the importance of promptly reporting any

Event or Breach, outlines the process that you will use to require attendance and track completion for employees who
failed to complete annual training.

SPI Version 2.1 (06/2018) Texas HHS System - Data Use Agreement - Attachment 2:

Page 15 of 18
SECURITY AND PRIVACY INQUIRY (SPI)



e [tem #1f. Answer "Yes" if your business has written policies and procedures requiring you to allow individuals
(clients/consumers) to access their individual record of Texas HHS Confidential Information, and allow them to
amend or correct that information, if applicable.

e |ltem #1g. Answer "Yes" if your business has written policies and procedures restricting access to Texas HHS Confidential
Information to only persons who have been authorized and trained on how to handle Texas HHS Confidential Information

e Item #1h. Answer "Yes" if your business has written policies and procedures requiring sanctioning of any subcontractor,
employee, trainee, volunteer, or anyone whose work you direct when they have accessed Texas HHS Confidential
Information but are not authorized to do so, and that you have a method of proving that you have sanctioned such an
individuals. If you are the only employee, you must demonstrate how you will document the noncompliance, update
policies and procedures if needed, and seek additional training or education to prevent future occurrences.

o [tem #1i. Answer "Yes" if your business has written policies and procedures requiring you to update your policies within
60 days after you have made changes to how you use or disclose Texas HHS Confidential Information.

e Item #1j. Answer "Yes" if your business has written policies and procedures requiring you to restrict attempts to take
de-identified data and re-identify it or restrict any subcontractor, employee, trainee, volunteer, or anyone whose work
you direct, from contacting any individuals for whom you have Texas HHS Confidential Information except to perform
obligations under the contract, or with written permission from Texas HHS.

o Item #1k. Answer "Yes" if your business has written policies and procedures prohibiting you from using, disclosing,
creating, maintaining, storing or transmitting Texas HHS Confidential Information outside of the United States.

e Item #1I. Answer "Yes" if your business has written policies and procedures requiring your business to cooperate with
HHS agencies or federal regulatory entities for inspections, audits, or investigations related to compliance with the DUA or
applicable law.

o [tem #1m. Answer "Yes" if your business has written policies and procedures requiring your business to use appropriate
standards and methods to destroy or dispose of Texas HHS Confidential Information. Policies and procedures should
comply with Texas HHS requirements for retention of records and methods of disposal.

e Item #1n. Answer "Yes" if your business has written policies and procedures prohibiting the publication of the
work you created or performed on behalf of Texas HHS pursuant to the DUA, or other Texas HHS Confidential
Information, without express prior written approval of the HHS agency.

Item #2. Answer "Yes" if your business has a current training program that meets the requirements specified in the SPI
for you, your employees, your subcontractors, your volunteers, your trainees, and any other persons under you direct
supervision.

Item #3. Answer "Yes" if your business has privacy safeguards to protect Texas HHS Confidential Information as described
in the SPI.

Item #4. Answer "Yes" if your business maintains current lists of persons in your workforce, including subcontractors
(if applicable), who are authorized to access Texas HHS Confidential Information. If you are the only person with
access to Texas HHS Confidential Information, please answer "yes."

Item #5. Answer "Yes" if your business and subcontractors (if applicable) monitor for and remove from the list of
Authorized Users, members of the workforce who are terminated or are no longer authorized to handle Texas HHS
Confidential Information. If you are the only one with access to Texas HHS Confidential Information, please answer "Yes."

SECTION C. SECURITY RISK ANALYSIS AND ASSESSMENT

This section is about your electronic systems. If you DO NOT store Texas HHS Confidential Information in electronic systems
(e.g., laptop, personal computer, mobile device, database, server, etc.), select the "No Electronic Systems" box and respond
"Yes" for all questions in this section.

Item #1. Answer "Yes" if your business does not "offshore" or use, disclose, create, receive, transmit or maintain
Texas HHS Confidential Information outside of the United States. If you are not certain, contact your provider of
technology services (application, cloud, data center, network, etc.) and request confirmation that they do not off-
shore their data.

SPI Version 2.1 (06/2018) Texas HHS System - Data Use Agreement - Attachment 2: Page 16 of 18
SECURITY AND PRIVACY INQUIRY (SPI)



Item #2. Answer "Yes" if your business uses a person or company who is knowledgeable in IT security to maintain or oversee
the configurations of your business's computing systems and devices. You may be that person, or you may hire someone who
can provide that service for you.

Item #3. Answer "Yes" if your business monitors and manages access to Texas HHS Confidential Information (i.e., reviews
systems to ensure that access is limited to Authorized Users; has formal processes for granting, validating, and reviews the
need for remote access to Authorized Users to Texas HHS Confidential Information, etc.). If you are the only employee,
answer "Yes" if you have implemented a process to periodically evaluate the need for accessing Texas HHS Confidential
Information to fulfill your Authorized Purposes.

Item #4. Answer "Yes" if your business has implemented a system for changing the password a system initially assigns to the
user (also known as the default password), and requires users to change their passwords at least every 90 days, and prohibits the
creation of weak passwords for all computer systems that access or store Texas HHS Confidential Information (e.g., a strong
password has a minimum of 8 characters with a combination of uppercase, lowercase, special characters, and numbers, where
possible). If your business uses a Microsoft Windows system, refer to the Microsoft website on how to do this, see example:
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-policy

Item #5. Answer "Yes" if your business assigns a unique user name and private password to each of your employees,
your subcontractors, your volunteers, your trainees and any other persons under your direct control who will use,
disclose, create, receive, transmit or maintain Texas HHS Confidential Information.

Item #6. Answer "Yes" if your business locks the access after a certain number of failed attempts to login and after 15 minutes

of user inactivity on all computing devices that access or store Texas HHS Confidential Information. If your business uses a

Microsoft Windows system, refer to the Microsoft website on how to do this, see example:
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/account-lockout-policy

Item #7. Answer "Yes" if your business secures, manages, and encrypts remote access, such as: using Virtual Private
Network (VPN) software on your home computer to access Texas HHS Confidential Information that resides on a
computer system at a business location or, if you use wireless, ensuring that the wireless is secured using a
password code. If you do not access systems remotely or over wireless, answer "Yes."

Item #8. Answer "Yes" if your business updates the computer security settings for all your computers and electronic

systems that access or store Texas HHS Confidential Information to prevent hacking or breaches (e.g., non-essential

features or services have been removed or disabled to reduce the threat of breach and to limit opportunities for hackers or
intruders to access your system). For example, Microsoft's Windows security checklist:
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/how-to-confiqure-security-policy-settings

Item #9. Answer "Yes" if your business secures physical access to computer, paper, or other systems containing Texas HHS
Confidential Information from unauthorized personnel and theft (e.g., door locks, cable locks, laptops are stored in the
trunk of the car instead of the passenger area, etc.). If you are the only employee and use these practices for your
business, answer "Yes."

Item #10. Answer "Yes" if your business uses encryption products to protect Texas HHS Confidential Information that is
transmitted over a public network (e.g., the Internet, WIFI, etc.) or that is stored on a computer system that is physically or
electronically accessible to the public (FIPS 140-2 validated encryption is required for Health Insurance Portability and
Accountability Act (HIPAA) data, Criminal Justice Information Services (CJIS) data, Internal Revenue Service Federal Tax
Information (IRS FTI) data, and Centers for Medicare & Medicaid Services (CMS) data.) For more information regarding FIPS
140-2 encryption products, please refer to: http://csrc.nist.gov/publications/fips).

Item #11. Answer "Yes" if your business stores Texas HHS Confidential Information on encrypted end-user electronic devices
(e.g., laptops, USBs, tablets, smartphones, external hard drives, desktops, etc.) and can produce evidence of the encryption,
such as, a screen shot or a system report (FIPS 140-2 encryption is required for Health Insurance Portability and Accountability
Act (HIPAA) data, Criminal Justice Information Services (CJIS) data, Internal Revenue Service Federal Tax Information (IRS FTI)
data, and Centers for Medicare & Medicaid Services (CMS) data). For more information regarding FIPS 140-2 validated
encryption products, please refer to: http://csrc.nist.gov/publications/fips). If you do not utilize end-user electronic devices
for storing Texas HHS Confidential Information, answer "Yes."
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Item #12. Answer "Yes" if your business requires employees, volunteers, trainees and other workforce members to sign a
document that clearly outlines their responsibilities for protecting Texas HHS Confidential Information and associated
systems containing Texas HHS Confidential Information before they can obtain access. If you are the only employee answer
"Yes" if you have signed or are willing to sign the DUA, acknowledging your adherence to requirements and responsibilities.

Item #13. Answer "Yes" if your business is willing to perform a criminal background check on employees, subcontractors,
volunteers, or trainees who access Texas HHS Confidential Information. If you are the only employee, answer "Yes" if you
are willing to submit to a background check.

Item #14. Answer "Yes" if your business prohibits the access, creation, disclosure, reception, transmission, maintenance,
and storage of Texas HHS Confidential Information on Cloud Services or social media sites if you use such services or sites,
and there is a Texas HHS approved subcontractor agreement that includes compliance and liability clauses with the same
requirements as the Applicant/Bidder. If you do not utilize Cloud Services or media sites for storing Texas HHS Confidential
Information, answer "Yes."

Item #15. Answer "Yes" if your business keeps current on security updates/patches (including firmware, software and
applications) for computing systems that use, disclose, access, create, transmit, maintain or store Texas HHS Confidential
Information. If you use a Microsoft Windows system, refer to the Microsoft website on how to ensure your system is
automatically updating, see example:

https://portal.msrc.microsoft.com/en-us/

Item #16. Answer "Yes" if your business's computing systems that use, disclose, access, create, transmit, maintain or store

Texas HHS Confidential Information contain up-to-date anti-malware and antivirus protection. If you use a Microsoft

Windows system, refer to the Microsoft website on how to ensure your system is automatically updating, see example:
https://docs.microsoft.com/en-us/windows/security/threat-protection/

Item #17. Answer "Yes" if your business reviews system security logs on computing systems that access or store Texas HHS

Confidential Information for abnormal activity or security concerns on a regular basis. If you use a Microsoft Windows system,

refer to the Microsoft website for ensuring your system is logging security events, see example:
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/basic-security-audit-policies

Item #18. Answer "Yes" if your business disposal processes for Texas HHS Confidential Information ensures that Texas
HHS Confidential Information is destroyed so that it is unreadable or undecipherable. Simply deleting data or formatting
the hard drive is not enough; ensure you use products that perform a secure disk wipe. Please see NIST SP 800-88 R1,
Guidelines for Media Sanitization and the applicable laws and regulations for the information type for further guidance.

Item #19. Answer "Yes" if your business ensures that all public facing websites and mobile applications containing HHS
Confidential Information meet security testing standards set forth within the Texas Government Code (TGC), Section

2054.516

SECTION D. SIGNATURE AND SUBMISSION
Click on the signature area to digitally sign the document. Email the form as an attachment to the appropriate
Texas HHS Contract Manager.
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